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[bookmark: _Toc212460002]EXPRESSSION OF INTENT TO PARTICIPATE IN TENDER

This form is to be completed on receipt of the tender document from Britam Holdings Plc.  

This page is to be completed immediately and scan copy in PDF format e-mailed to Procurement tenders@britam.com. The data contained in this form will be used to send out any addenda that may arise.  Firms that do not register their interest by completing this form may not be sent addenda that may arise.

Name of the firm’s representative completing this form:
________________________________________________________________________________

Firm’s Name:  ____________________________________________________________________

Address:  ________________________________________________________________________

Tel No:  _________________________________________________________________________

Email Address:  ___________________________________________________________________

Signature:  ___________________________________Date: ______________________________

Signed by (Name):  _______________________________________________________________

Position in Firm: __________________________________________________________________



[bookmark: _Toc212460003]
INTRODUCTION
[bookmark: _Toc212460004]Purpose of the Tender
The Britam Holdings Plc (“Britam”) invites qualified firms to submit their proposals for the provision and implementation of a governance, risk, and compliance (GRC) software solution.

This Request for Proposal (RFP) is being made available to interested service providers on a restricted tender basis. This document is intended to provide vendors with sufficient understanding of the Britam’s requirements to enable them to respond.

For the purposes of the RFP, it is necessary to disclose information in this document, and its schedules, which is considered confidential and should therefore not be used (otherwise other than in furtherance of this tender) or disclosed to any third party without explicit prior written consent of Britam. 

Britam on its part also acknowledges that it is requesting through this RFP for information that is confidential and therefore commits in equal terms to reciprocal confidentiality.
[bookmark: _Toc212460005]Acknowledgement of Bidding Documents
Britam invites proposals for provision and implementation of a Governance, Risk, And Compliance (GRC) Software Solution in accordance with the requirements set out in this document. Within three (3) working days of receipt of the RFP, the Bidder is required to acknowledge receipt of the RFP and notify his intention to submit a bid by email to Britam at tenders@britam.com.  The mail will include the signed registration template on Page 4 of this document.

Working days are defined as being any day of the week between Monday and Friday (0800 – 1700 Hrs) excluding weekends and gazetted public holidays in the Republic of Kenya).

Failure to do so shall be perceived as an intention not to submit a bid and the Bidder will be eliminated from the bid process and required to destroy the RFP document in keeping with confidentiality requirements.
[bookmark: _Toc212460006]Point of Contact
All enquiries or correspondence concerning the details of this tender should be addressed, in the first instance by e-mail to: tenders@britam.com .  The subject on the email should be “CLARIFICATION ON THE RFP FOR PROVISION AND IMPLEMENTATION OF A GOVERNANCE, RISK, AND COMPLIANCE (GRC) SOFTWARE SOLUTION”
· All responses from Britam to the Bidder shall be channelled through the Procurement Officer.
· It is the responsibility of the Bidder to obtain any further information required to complete this RFP.
· Any clarification request and their associated response will be circulated to all Bidders.
· All clarifications must be sought at the latest 5 days prior to the close of the RFP.
[bookmark: _Toc212460007]ABOUT BRITAM HOLDINGS PLC
[bookmark: _Toc212460008]Organization Profile
Britam Holdings PLC (“Britam”) is a leading diversified financial services group, listed on the Nairobi Securities Exchange. The group has interests across the Eastern and Southern Africa region, with operations in Kenya, Uganda, Tanzania, Rwanda, South Sudan, Mozambique and Malawi. The group offers a wide range of financial products and services in Insurance, Asset management, Banking and Property. For more information, please visit http://www.britam.com

The Group offers a wide range of products and services to individuals, small businesses, corporations and government entities. The range of products includes life insurance, pensions, health insurance, and general insurance through its insurance businesses in the region. The financial solutions which include, unit trusts, investment planning, wealth management, offshore investments, retirement planning and discretionary portfolio management which are offered through its asset management business. In addition, the company carries out property development, and also has substantial investments in the banking sector. For More information please visit http://www.britam.com  
[bookmark: _Toc355766925][bookmark: _Toc356385566][bookmark: _Toc357091356][bookmark: _Toc357155536][bookmark: _Toc212460009]Britam Vision
To be the LEADING diversified financial services company in our chosen markets across Africa.
[bookmark: _Toc355766926][bookmark: _Toc356385567][bookmark: _Toc357091357][bookmark: _Toc357155537][bookmark: _Toc212460010]Britam Mission
Providing you with financial security EVERY STEP OF THE WAY.


[bookmark: _Toc212460011]
OVERVIEW OF THE PROPOSAL
[bookmark: _Toc212460012]Overview
Suppliers are key stakeholders in the operation of Britam Holdings Plc. Their on-boarding process is required to be fair, transparent and competitive devoid of any malpractices as provided for in the Procurement Policy. 
Britam is seeking proposals from qualified vendors to provide and implement a comprehensive Governance, Risk, and Compliance (GRC) Software Solution that will strengthen the organization’s capacity to manage risk, ensure compliance, and streamline policy and audit functions.

The solution is expected to provide a centralized, automated, and intelligent platform that consolidates all risk, compliance, and audit-related activities. It should enhance visibility across departments, improve decision-making, reduce manual processes, and ensure alignment with regulatory and organizational frameworks.

The overall goal is to achieve a fully integrated GRC ecosystem that supports continuous monitoring, accountability, and assurance in line with best practices.
[bookmark: _Toc212460013]Objective of the RFP
The successful vendor will be required to undertake the end-to-end supply, deployment, and support of the GRC software solution. The scope includes:
· Software Supply and Licensing:
Provision of a cloud-based or hybrid GRC software solution covering risk, compliance, policy, and audit management.
· System Configuration and Implementation:
Customization of modules and workflows to align with existing risk management and compliance processes.
· Integration with Existing Systems:
The GRC platform should integrate with enterprise applications such as HR systems, ERP, and Active Directory for user provisioning, authentication, and data synchronization.
· Data Migration and Setup:
Migration of existing risk registers, compliance controls, policy repositories, and audit records into the new system.
· Training and Change Management:
Comprehensive training for system users, administrators, and process owners to ensure smooth transition and optimal system utilization.
· User Access and Security Management:
Implementation of role-based access controls, single sign-on (SSO), and multi-factor authentication for enhanced security.
· Testing and Commissioning:
Execution of system testing, user acceptance testing (UAT), and final system handover.
· Support and Maintenance:
Provision of post-implementation support, including periodic updates, system health checks, and technical assistance under an agreed Service Level Agreement (SLA).
[bookmark: _Toc212460014]Scope of Work

The platform should include (but not be limited to) the following components:
1.  Policy Management
· Centralized repository for all policies, procedures, and frameworks.
· Automated policy creation, version control, and multi-level approval workflows.
· AI-assisted policy risk analysis and clause tracking.
· Employee acknowledgment tracking and policy awareness monitoring.
2. Risk Management
· Centralized risk register with configurable categories and scoring mechanisms.
· Risk identification, assessment, mitigation planning, and tracking.
· Real-time dashboards and analytics for risk reporting and trend analysis.
· Automated notifications for risk review and control updates.
3. Compliance Management
· Mapping of compliance frameworks (e.g., ISO, regulatory, and internal standards).
· Control definition, testing, and monitoring workflows.
· Compliance dashboards highlighting non-conformities and action plans.
· Evidence management and audit trail for all compliance activities.
4. Incident and Issue Management
· Logging and categorization of incidents and non-compliance issues.
· Escalation management and automated corrective action workflows.
· Root cause analysis and resolution tracking.
5. Audit Management
· Audit planning and scheduling with role-based assignments.
· Execution tracking, findings management, and closure monitoring.
· Evidence repository with document upload and linkage to findings.
· Audit reports, dashboards, and trend analytics for management review.
6. User Management and Security
· User account creation and lifecycle management.
· Role-based access control (RBAC) and permissions setup.
· Integration with enterprise authentication systems (SSO, MFA).
· Audit trail for all user actions to ensure transparency and accountability.
[bookmark: _Toc212460015]Expected Outcomes
Upon successful implementation, the GRC software solution should deliver:
· A unified and automated platform for managing all governance, risk, and compliance activities.
· Improved visibility and reporting through centralized dashboards and analytics.
· Enhanced accountability and traceability of all actions and decisions.
· Reduced manual workload through automation of workflows and document management.
· Strengthening organizational resilience by proactively managing risks and compliance obligations.
See below attachment for more details of the requirements.

· Appendix 1 













[bookmark: _Toc212460016]Technical – (Scores - 70%)
Potential respondent to provide the following mandatory information.
I. Company Profile: Document detailing the company including its background, Products & services, clients and expertise
II. Technical Questionnaire: Filled/completed technical requirement questionnaire (see appendix). The questionnaire evaluates level of to which the respondent’s system meets Britam’s system requirements. The questionnaire should be fully filled. Partially filled or not filled questionnaire will not be review and vendor disqualified from the evaluation. They will be referenced in the implementation contract.
III. Functional documentation: Comprehensive product/system documentation detailing the systems functional capabilities.
IV. Technical documentation: Comprehensive system technical documentation detailing the following
· Detailed System architecture
· Detailed proposed deployment architecture and Deployment specification (e.g. server and storage specifications)
· Security overview of the system
· System dependencies and accompanying products.
· API catalogue for out of the box APIs
V. Product roadmap: Comprehensive Product/System roadmap detailing past and future releases
VI. Project execution Plan: Comprehensive and clear project execution plan with timelines for each activity.
VII. Project Team: Documentation detailing the proposed project team including the Professional qualifications, experience and role. Briefly highlight the profiles and technical qualifications of the staff to be involved in the project. This could include the numbers of years of experience in a role; level of professional qualification with reputable bodies; and any other relevant qualification. The firm must have at least two qualified Specialist from a reputable body.
VIII. Project governance structure: document detailing the Respondent project governance structure detail the escalation matrix, risk management and problem management policy.
IX. System maintenance and support plan: Document detailing Respondent proposed post implementation system maintenance and support plans
X. References: Statement of capabilities and references in similar projects undertaken over the last three (3) years including a brief description of the projects undertaken and reference letters.  The firm needs to have conducted similar work with an insurance company Financial Institution in Africa of the same or bigger, size and operation with Britam. By responding to this Tender, the service provider confirms that they have no objection to Britam obtaining independent references from their current customers in furtherance of this Tender.
XI. Depth of the firm’s practice in serving local and global clients of the scale and scope of Britam.
XII. Statement summarizing the benefit to Britam of engaging the firm.
XIII. Performance Bond: a Performance Bond will be required before contract signoff payment either from a tier one bank or a top 10 insurance company in Kenya at the point of award.
[bookmark: _Toc212460017]Financial – (Scores - 30%)
I. Provide competitive financial proposal detailing the following (please include applicable taxes);
· Implementation Costs (including any facilitation and disbursement costs)
· Any Annual / Recurring Support and/or License Costs of the system and dependant products.
· Any One Off / Perpetual License Costs. 
· Rate card/cost for post implementation customizations and enhancements.
· Source and quantification of any cost escalations
· Any billing frequency  








[bookmark: _Toc212460018]FORMAT OF RESPONSE TO TENDER
[bookmark: _Toc180286425][bookmark: _Toc212460019]Information to be provided by bidders
All bids should contain ALL INFORMATION REQUESTED IN SECTIONS 4
The information should be in the following order.
[bookmark: _Toc180286426][bookmark: _Toc212460020]General Information about the firm
Provide the following documentation in respect of your company.
(i) [bookmark: _Toc180286427]Certificate of registration (or its equivalent) that is valid in accordance with any legally recognised jurisdiction 
(ii) Tax compliance certificate (or its equivalent) that is valid in accordance with any legally recognised jurisdiction
(iii) Current County Trade license/Business permit 
(iv) Accreditations or a licence where applicable
(v) Company Profile, with a clear organogram and area of speciality
(vi) List of Directors (Name, ID Number/passport number, Nationality, Telephone and physical address
(vii) Britam Non-Disclosure Agreement (document to be provided to accompany this RFP)
(viii) Britam Supplier Code of Conduct (document to be provided to accompany this RFP)
(ix) Britam Business Litigation and Probity; and Lead Time and Credit Period Declaration Form (document to be provided to accompany this RFP).
























[bookmark: _Toc212460021]Bid Preparation and Submission

RFP FOR PROVISION AND IMPLEMENTATION OF A GOVERNANCE, RISK, AND COMPLIANCE (GRC) SOFTWARE SOLUTION
– RFP-2025-010/0003

All Tenders may also be posted/ delivered earlier than the deadline to the below email:

	      tenders@britam.com

with a clear subject line “RFP FOR Provision and Implementation of a Governance, Risk, And Compliance (GRC) Software Solution– RFP-2025-010/0003”

Offers must be submitted in two separate documents, 1(one) technical- and 1 (one) commercial bid, password protected and clearly identified as:

· The file with the technical proposal should be identified as follows:
NAME OF THE COMPANY, TECHNICAL PROPOSAL FOR PROVISION AND IMPLEMENTATION OF A GOVERNANCE, RISK, AND COMPLIANCE (GRC) SOFTWARE SOLUTION
· The file with commercial proposal should be identified as follows:
NAME OF THE COMPANY, COMMERCIAL / FINANCIAL PROPOSAL













 
[bookmark: _Toc332713611][bookmark: _Toc113764944][bookmark: _Toc113765922][bookmark: _Toc212460022]GENERAL CONDITIONS OF CONTRACT
3. [bookmark: _Toc332713612]
4. 
5. 
5.1. [bookmark: _Toc212460023]Introduction
Specific terms of contract shall be discussed with the bidder whose proposal will be accepted by the Company. The resulting contract shall include but not be limited to the general terms of contract as stated below from 5.2 to 5.14.

5.2. [bookmark: _Toc332713613][bookmark: _Toc212460024]Award of Contract
Following the opening and evaluation of proposals, the Company will award the Contract to the successful bidder whose bid has been determined to be substantially responsive and has been determined as the best evaluated bid. Britam will communicate to the selected bidder its intention to finalize the draft conditions engagement in consultation with the bidder

5.3. [bookmark: _Toc332713614][bookmark: _Toc212460025]Application of General Conditions of Contract
These General Conditions (sections 5.2 to 5.14) shall apply to the extent that they are not superseded by provisions in other parts of the Contract that shall be signed.

5.4. [bookmark: _Toc332713615][bookmark: _Toc212460026]Bid Validity Period
Bidders are requested to hold their proposals valid for ninety (90) days from the closing date for the submission.

5.5. [bookmark: _Toc332713616][bookmark: _Toc212460027]Non-variation of Costs
The prices quoted for the service and subsequently agreed and into the contract shall be held fixed for the contract period.

5.6. [bookmark: _Toc332713617][bookmark: _Toc212460028]Delays in the Bidder’s Performance

5.6.1. Delivery and performance of the Transaction shall be made by the successful Bidder in accordance with the time schedule as per Agreement.

5.6.2. If at any time during the performance of the Contract, the Bidder should encounter conditions impeding timely delivery and performance of the Services, the Bidder shall promptly notify the Company in writing of the fact of the delay, its likely duration and its cause(s). As soon as practicable after receipt of the Bidder's notice, the Company shall evaluate the situation and may at its discretion extend the Bidder's time for performance, with or without liquidated damages, in which case the extension shall be ratified by the parties by amendment of the Contract.

5.6.3. Except in the case of “force majeure” as provided in Clause 5.14, a delay by the Bidder in the performance of its delivery obligations shall render the Bidder liable to the imposition of liquidated damages pursuant to Clause 5.7.

5.6.4. The successful bidder will be required to acquire and present a Performance Bond of 10% of the contract sum from a tier one bank in Kenya or top 10 insurance companies in Kenya.

5.7. [bookmark: _Toc332713618][bookmark: _Toc212460029]Liquidated damages for delay
The contract resulting out of this RFP shall incorporate suitable provisions for the payment of liquidated damages by the bidders in case of delays in performance of contract.

5.8. [bookmark: _Toc332713619][bookmark: _Toc212460030]Governing Language
The Contract shall be written in the English Language. All correspondence and other documents pertaining to the Contract which are exchanged by the parties shall also be in English language.

5.9. [bookmark: _Toc332713620][bookmark: _Toc212460031]Applicable Law
This agreement arising out of this RFP shall be governed by and construed in accordance with the laws of Kenya and the parties submit to the exclusive jurisdiction of the Kenyan Courts.

5.10. [bookmark: _Toc332713621][bookmark: _Toc212460032]Successful Bidder’s Obligations
	The successful bidder:
5.10.1. Is obliged to work closely with Britam staff, act within its own authority, and abide by directives issued by the Company that are consistent with the terms of the Contract.

5.10.2. Will abide by the job safety measures and will indemnify the Company from all demands or responsibilities arising from accidents or loss of life, the cause of which is the Bidder's negligence. The Bidder will pay all indemnities arising from such incidents and will not hold the Company responsible or obligated.

5.10.3. Will be responsible for managing the activities of its personnel, or subcontracted personnel, and will hold itself responsible for any misdemeanours.

5.10.4. Will not disclose the Company`s information it has access to, during the course of the work, to any other third parties without the prior written authorization of the Company. This clause shall survive the expiry or earlier termination of the contract

5.11. PAYMENT TERMS
Payments will be done as per below 
	Milestone
	Percentage of Total Payment

	PO issuance on contract sign-off
	20%

	UAT Acceptance
	20% of Invoice

	Go-live
	40% of Invoice

	3 months post go-live and end of hand holding period.
	20% of Invoice



[bookmark: _Toc212460033]BRITAM SUPPLIER CODE OF CONDUCT
0. [bookmark: _Toc212460034]GENERAL
This Code is applicable to all Britam suppliers (hereinafter “Supplier” or “Suppliers”) and their employees (be they temporary, casual or permanent) and sub-contractors throughout the world. Britam requires all Suppliers to conduct their business dealings with Britam in compliance with this Code and in compliance with all laws applicable to the Supplier’s’ business, wherever conducted. By entering into business transactions with Britam, the Supplier agrees to abide by the terms of this Code and acknowledge that compliance with this Code is required to maintain the Supplier’s status as a Britam Supplier. Britam shall have the right to terminate any Supplier’s contract for failure to comply with the provisions of this Code. Britam recognizes that local laws may in some instances be less restrictive than the provisions of this Code. In such instances Suppliers are expected to comply with the Code. If local laws are more restrictive than the Code, then Suppliers are expected to comply with applicable local laws. 

0. [bookmark: _Toc212460035]PROVISIONS
In particular, Suppliers must comply with the following:
1. [bookmark: _Toc212460036]Relations with competitors
Suppliers will be required to comply with applicable antitrust or competition laws and will not engage in any restrictive trade practices. Suppliers will at all times act in a manner that will uphold and encourage healthy competition. 

1. [bookmark: _Toc212460037]Bribes, Conflicts of Interest, Gifts and other Courtesies
1. [bookmark: _Toc212460038]Bribes
Suppliers shall not make or offer bribes or payments of money or anything of value to any Britam employee or any other person including officials, employees, or representatives of any government or public or international organisation, or to any other third party for the purpose of obtaining or retaining business with Britam. For the avoidance of doubt Britam considers an act of bribery to include the giving of money or anything of value to anyone where there is belief that it will be passed on to a government official or Britam employee for this purpose. Suppliers are required to comply with all applicable local anti-bribery laws.

1. [bookmark: _Toc212460039]Gifts and other business courtesies
Suppliers shall ensure that any expenditure incurred in relation to any particular Britam employee or government official is in the ordinary and proper course of business and cannot reasonably be construed as a bribe or so as to secure unfair preferential treatment. A general guideline for evaluating whether a business courtesy is appropriate is whether public disclosure would be embarrassing to the Supplier or Britam. 

Britam employees may accept unsolicited gifts from Suppliers provided:
· they are items of nominal value – Kes1500 or less, or 
· they are advertising or promotional materials having wide distribution e.g. calendars, stationaries, diaries, etc.; and
· Acceptance of the gift does not violate any applicable law.

1. [bookmark: _Toc212460040]Conflicts of Interest
No supplier shall enter into a financial or any other relationship with a Britam employee that creates a conflict of interest for Britam. A conflict of interest arises when the material personal interests of the Britam employee are inconsistent with the responsibilities of his/her position with the company. All such conflicts must be disclosed and approval to the transaction given. 

1. [bookmark: _Toc212460041]Compliance and implementation
2. [bookmark: _Toc212460042]Licenses and Returns
The Supplier will be required to obtain and renew, in accordance with any law or regulations all permits, licenses and authorizations required for it to carry out its business. In addition, the Supplier will be required to prepare and file any returns that it may be required to file under its incorporation statute, the Companies Act.

2. [bookmark: _Toc212460043]Taxation, Financial Integrity and Retention of Records
· The Supplier will comply with all revenue laws and will not evade tax.
· Suppliers will be required to maintain accurate and reliable financial and business records and shall not have any false or inaccurate accounting books or records related to Britam for any reason. Suppliers shall maintain all business records at the minimum in compliance with the provisions outlined by the Kenya Revenue Authority or local revenue authorities from time to time.
· When any government investigation or audit is pending or ongoing then Suppliers will not destroy any relevant records until the matter has been investigated and closed. 

1. [bookmark: _Toc212460044]Violations
If a Supplier becomes aware of any known or suspected improper behaviour by another Supplier in relation to their dealings with Britam or if a bribe or other inducement is requested from a Supplier by any Britam employee or any other person with the promise of influencing Britam’s position as far as that Supplier is concerned or if the Supplier feels that a conflict of interests exists with one of Britam’s employees then all pertinent details should be reported in confidence to the following Contact Address
Procurement procurement@britam.com 
1. [bookmark: _Toc212460045]Variations
Britam reserves the right to vary this Code at any time. 

[bookmark: _Toc212460046]Appendix 1: Requirements for Governance, Risk, And Compliance (GRC) Software Solution
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GRC Software RFP - September 2025 (1).xlsx
Acronyms

						Acronyms		Full Description 

						AI		Artificial Intelligence 

						AML		Anti-money laundering

						AMS		Audit Management Software

						API		Application Programming Interface

						AUP		Agreed Upon Procedures

						BU		Business Unit

						CAE		Chief Audit Executive

						CCM		Continuous Compliance Control Monitoring

						CFT		Combating the Financing of Terrorism

						CMA		Capital Markets Authority

						CSA		Control Self-Assessment

						CSV		Comma Separated Values (in ref to file format) 

						ERP		Enterprise Resource Planning

						GRC		Governance Risk & Compliance

						HR		Human Resource(s)

						IA		Internal Audit

						IRA		Insurance Regulatory Authority

						KRI		Key Risk Indicator

						LMS		Learning Management Systems 

						MFA		Multi-Factor Authentication

						NLP		Natural Language Processing

						PEP		Polically Exposed Persons

						Q&A		Question & Answer

						RASCI		Responsible, Accountable, Supportive, Consulted, Informed

						RBAC		Role-Based Access Control
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Risk & Compliance Requirements

				Thematic area		Category		Criteria		Expanded Explanation of Functionality

				Policy		1. Policy Creation & Approval Workflow		Automated Policy, Procedure, Framework & Guideline Drafting & Templates		Provides pre-configured templates aligned with ISO 9001, 37301, OCC, and industry-specific regulations. Includes AI-driven policy generation.

								Version Control & Change History Tracking		Maintains audit trails for all document types (policy, procedure, framework, guideline) changes, tracks historical versions, and ensures compliance with regulatory change management.

								Multi-Level Policy Approval Workflow		Supports multi-stakeholder approvals for all document types, routing policies to Legal, Compliance, HR, and Risk teams before final publication.

								AI-Powered Policy Risk Analysis		Uses Natural Language Processing (NLP) to analyze policy risks, flag gaps, and recommend compliance enhancements.

								Customizable Policy, Procedure, Guideline Review & Expiry Notifications		Automates reminders for document reviews, updates, and retirements, ensuring policies remain up-to-date.

								Policy Clause Breakdown & Adherence Tracking		Automate analysis of organizational policies into individual, assessable clauses. Each clause is categorized, mapped to relevant controls, and monitored for compliance/implementation.

						2. Centralized Policy Repository		Secure & Searchable Policy, Procedure, Guideline & Framework Storage		Centralized cloud-based repository allowing employees to search, filter, and access documents by department, compliance category, or regulation.

								Role-Based Access Control (RBAC) & Multi-Factor Authentication (MFA)		Restricts document access based on job roles; supports MFA for secure document handling.

								Mobile Access & Offline Viewing		Provides mobile-friendly access to documents, allowing employees to view, download, and acknowledge documents remotely.

						3. Policy Acknowledgment & Training		Automated Employee Policy Acknowledgment Tracking		Tracks employee acknowledgment of mandatory policies (e.g., Code of Conduct, Data Privacy Policies).

								E-Signature & Digital Attestation		Enables legally binding electronic signatures for policy compliance attestation.

								Automated Training & Certification Reminders		Integrates with Learning Management Systems (LMS) to assign mandatory policy training modules.

								AI-Based Employee Knowledge Assessments		Conducts policy quizzes, compliance exams, and AI-driven adaptive learning for knowledge validation.

						4. Regulatory & Compliance Policy Mapping		Automated Regulatory Change Mapping		Links policies to external regulatory updates (OCC, FCA, SEC, Solvency II, GDPR, ISO 27001, HIPAA) ensuring real-time alignment.

								Compliance Risk Assessment for Policies		AI-driven compliance scoring system identifies policy gaps, conflicts, or redundancies with regulatory requirements.

								Regulatory Audit-Ready Policy Reports		Generates pre-configured compliance reports demonstrating policy adherence to regulatory frameworks.

						5. Policy Distribution & Communication		Automated Multi-Channel Distribution		Ensures documents are distributed via email, intranet, employee portals, and mobile apps.

								Customizable Policy, Procedure, Guideline & Framework Communication Campaigns		Supports automated notifications, reminders, and awareness campaigns for key document rollouts.

								Employee Feedback & Policy Improvement Workflow		Allows employees to submit feedback, suggest policy changes, and engage in policy Q&A forums.

						6. Document Lifecycle & Retention Management		Automated Document Lifecycle & Retirement Workflow		Ensures timely document updates, archiving, and regulatory compliance for storage & deletion.

								Legal Hold & Audit-Proof Document Archiving		Supports immutable, encrypted document storage for policies / procedures under legal hold or compliance investigations.

								AI-Powered Metadata Tagging for Searchability		Enhances document search functionality using machine learning-based metadata extraction.

						7. Integration & Security		API Integrations with GRC, ERP, and HR Systems		Connects with SAP, Oracle, Workday, OneTrust, RSA Archer, ServiceNow for policy / procedure / guideline enforcement.

								Secure Encryption & GDPR/CCPA Compliance		Encrypts documents using AES-256, ensuring data protection compliance with GDPR, CCPA, and HIPAA.

								Integration with Enterprise Risk & Audit Management		Links policies, procedures, guidelines and frameworks to risk registers, audit trails, and compliance reports for end-to-end governance visibility.

				Regulatory Compliance		1. Regulatory Tracking & Change Management		Multi jurisdictional regulatory feed		Automated tracking of regulations from IRA (Kenya & Uganda), CMA (Kenya & Uganda), BNR (Rwanda), RBM (Malawi), TIRA & CMSA (Tanzania), ARCA (Mozambique), Bank of South Sudan, plus other regulatory authorities (e.g. ODPC, FIUs etc)

								Regulatory Change Impact Analysis		Maps new laws (E.g. AML/CFT Act, Data Protection Acts, Consumer Protection laws, Insurance Guidelines, CIS regulations) to internal controls, policies, and processes.

								Regulatory Calendar & Country-Specific Alerts		Country-level calendars for reporting deadlines (IRA returns, AML/CFT reports, actuarial filings, tax compliance, CIS submissions).

								AI/NLP-Based Regulatory Text Extraction		Summarizes and extracts obligations from multi-language laws (English, Portuguese, Swahili).

						2. Policy & Procedure Management		Centralized Group Policy Repository		Unified repository accessible across all countries, with role-based access and country segregation.

								Automated Review & Localization Workflow		Group-wide policy approvals with local market tailoring (e.g., Kenya Data Protection Act vs. Malawi’s privacy framework).

								Employee Digital Acknowledgment		Tracks staff sign-off on AML, ethics, data privacy, consumer protection, conflict of interest attestations, and underwriting policies.

								Group-to-Country Regulation Mapping		Links group policies to country laws, including AML/KYC guidelines, consumer protection, solvency & capital requirements.

						3. Compliance Audits & Assurance		Risk-Based Compliance Audit Planning		Prioritization across multiple entities and jurisdictions based on business line risk (Life, General, Asset Mgmt.).

								Digital Audit Evidence Management		Captures audit findings, supporting docs, remediation actions, with regional oversight.

								Cross-Border Audit Consolidation		Consolidated compliance assurance view for group audit committees.

								Continuous Issue Tracking		Tracks overdue issues and escalates to Group/Regional Compliance Leads.

						4. Compliance Monitoring & Testing		Automated AML/CFT Monitoring		Sanction screening, KYC/CDD checks, PEP screening, transaction monitoring integrated with core insurance & fund systems.

								Continuous Compliance Control Monitoring (CCM)		Monitors controls in claims, underwriting, investments, distribution, and intermediaries.

								Consumer Protection & Market Conduct Monitoring		Automated monitoring of treating customers fairly, claims turnaround, mis-selling risks, and complaints management.

								Real-Time Breach Alerts		Regional alerting of AML, cyber, or policy breaches to Group MLRO & CCO.

						5. Reporting & Regulatory Submissions		Pre-Built Regulatory Reports		Templates for IRA returns (Kenya), NBR submissions (Rwanda), CMSA (Tanzania), RBM (Malawi), ARCA (Mozambique), FATF suspicious transaction reports, and ESG reports.

								Group & Board Dashboards		Compliance heatmaps across countries (Regulatory Compliance, AML, KYC, Consumer Protection, Conduct, privacy and Cyber).

								Multi-Jurisdiction Gap Analysis		AI-driven comparison of compliance maturity per entity and country.

								Immutable Audit Logs		Secure logs to support inspections by regulators and external auditors.

						6. Employee Training & Awareness		Compliance LMS Integration		Regional compliance training (AML, Cybersecurity, Data Privacy, Consumer Protection, Ethics). Supports English, Swahili, Portuguese.

								Training & Certification Tracking		Monitors training completion rates across all subsidiaries.

								Compliance Culture Surveys		Anonymous surveys to measure culture maturity across business lines and geographies.

						7. Integration & Security		Core Insurance & Asset Mgmt. Integration		Seamless integration with insurance core systems (Life/General/Health), CIS fund platforms, ERP, HR, and CRM.

								Sanction & PEP List Integration		Connects to OFAC, UN, EU, FATF, regional PEP databases, and national blacklists.

								Data Protection & Privacy Controls		Ensures compliance with Kenya DPA 2019, Uganda Data Protection Act, Malawi E-Transactions Act, Mozambique data laws.

								Role-Based Access & Cybersecurity		MFA, RBAC, ISO 27001 alignment, secure hosting (cloud/on-prem options).

				Operational Risk Management (ORM)		1. Risk Identification & Assessment		Risk Register & Categorization (IRA & CMA Guidelines)		Centralized repository tracking operational, IT, fraud, regulatory, and compliance risks, aligned with IRA & CMA guidelines.

										Provide a central repository of all operational risks with fields for description, category, business unit, process linkage, and ownership. Support both inherent and residual ratings (manual expert assessment & automated scoring). Risks must be dynamically linked to KRIs, incidents, controls,processes and corrective action plans, ensuring full traceability and a live audit trail. Dashboards/reports should allow aggregation by business line, event type, or severity, supporting regulatory reporting and monitoring against risk appetite.

										Allow linkage of risks and controls to organizational objectives/strategic goals. Facilitate monitoring of risk impact on achievement of objectives and risk appetite reporting.

								Risk heat maps 		Allow linkage, inter-connectivity and interdependencies of risks to demonstrate that risks can interact and have contagion effects. This not only assesses the impact that an individual risk may present to an organisation, it also quantifies the aggregate impact that a cluster of inter-dependent risks may pose. 

										Capture and analyze root causes or contributing factors associated with risks, incidents, or loss events. Facilitate trend analysis and systemic issue identification.

										Enable hierarchical classification of risks (categories, sub-categories, event types) aligned with internal taxonomy and regulatory standards (e.g., Basel II/III). Support consistent aggregation and reporting.

								Automated Risk Identification (IRA, ISO 31000, Solvency II)		AI-driven detection of emerging risks from external sources (regulatory updates, fraud alerts, industry news, IT logs, security threats).

								Customizable Risk Taxonomies (Business Unit, Product, Vendor, Region, Process)		Allows definition of risk classifications, ensuring alignment with internal operations.

								AI-Powered Risk Pattern Detection & Early Warning Signals		Uses predictive analytics & historical data to detect patterns of fraud, IT failures, process breakdowns.

						2. Risk Control & Mitigation		Out-of-the-Box Risk Control Library (Pre-Built & Customizable)		Provides a library of pre-configured risk controls for regulatory, operational, financial, IT, and compliance risks, allowing customization & addition of controls.

										Automated capture of controls from existing procedures via use of AI tools

										Provide a central register of controls (manual, automated, preventive, detective). Assign ownership, link controls to risks/processes/policies, and support periodic control testing (design & operating effectiveness).

								Control Self-Assessment (CSA) with Automated Workflows		Enables staff to self-assess key controls, automate workflows, and capture control effectiveness ratings.

										Support a structured RCSA process with maker/checker functionality (input, review, approval) and moderation capabilities for independent challenge by Risk/Compliance teams.

										Enable individual assessment functionality. Enable collaborative workshop functionality (online or hybrid). Features may include risk libraries, scoring tools, heatmaps, and real-time updates to the risk register during sessions.

										Outputs must feed directly into the risk register and automatically update inherent and residual risk ratings.

								Control Testing Automation (IT, Financial, Compliance, Cybersecurity)		Supports ongoing control testing, IT security audits, penetration tests, financial reconciliations, and policy enforcement monitoring.

								Real-Time Control Monitoring & Escalation Alerts		Provides automated control dashboards with real-time risk exposure alerts for missing controls, policy breaches, SLA violations.

						3. Process Risk Mapping		Link risks with business processes, policies, and controls		Allow users to link risks with business processes, policies, and controls, and provide visualization of dependencies and vulnerabilities to improve risk awareness and decision-making.

						4. Incident & Loss Event Management		Operational Incident Logging & Root Cause Analysis		Enables frontline staff to report risk incidents (e.g., transaction failures, fraud, IT issues) via web/mobile platforms.

										Enable reporting and investigation of operational incidents, linking them to root causes and capturing remediation actions. Incidents must automatically update related risk profiles in the register.

								Automated Incident Workflow & Integration with IT Event Reporting Tools (SIEM, ITSM)		Directly integrates with IT event reporting tools like Splunk, Microsoft Sentinel, QRadar, ServiceNow ITSM, ensuring cyber incidents, system failures, and fraud alerts trigger ORM workflows.

								Loss Event Classification & Basel III Mapping		Categorizes loss events into Basel III risk categories (e.g., fraud, system failures, process breakdowns).

										Record operational losses and near-misses, categorized by business line and event type, in compliance with Basel II/III standards. Events should map back into the risk register for continuous learning and mitigation.

								Incident Resolution & Corrective Action Workflow (Regulatory Reporting)		Ensures incident resolution tracking, links to regulatory reporting for IRA, CMA, FRC, AML compliance.

						5. Scenario Analysis & Stress Testing		Pre-Built & Customizable Risk Scenarios (Cyberattack, Fraud, System Outage, Third-Party Failure, Regulatory Fines)		Simulates risk scenarios based on historical trends, Monte Carlo risk models, and AI-driven projections.

								Crisis Impact Analysis with IRA / CMA Reporting Alignment		Measures capital adequacy & liquidity impact of operational risk events, ensuring compliance with IRA, CMA & Solvency II stress testing frameworks.

										Allow modeling of extreme but plausible operational risk events for stress testing and capital adequacy assessment. Outcomes should automatically adjust the relevant risks in the risk register.

						6. Key Risk Indicator (KRI) Monitoring		AI-Powered KRI Dashboards with Customizable Metrics		Provides real-time dashboards for tracking risk indicators (e.g., transaction failures, fraud levels, SLA breaches).

								Dynamic Linkage between KRIs & Risk Appetite Statements		Aligns KRIs with risk appetite thresholds, ensuring alerts trigger automatic risk escalation.

										Track operational metrics (e.g., error rates, downtime) with configurable thresholds. Automated alerts should be generated for breaches, and breaches must automatically update the risk register.

						7. Real time Risk Reporting, Dashboards & Ease of Use		Automated ORM Dashboards for Risk Committees (Board Risk, Audit, Compliance, IT, Cybersecurity)		Provides customizable reports for different governance committees, ensuring role-based reporting insights.

								Drill-Down Analytics for Incident, Control, and Loss Data		Enables detailed trend analysis on fraud, IT failures, compliance risks, financial loss impacts.

								AI-Powered Predictive Risk Modeling & Trend Forecasting		Uses predictive analytics to forecast emerging risk events and potential regulatory penalties.

						8. Tutorials & Ease of Use		Built-in User Tutorials & AI-Based Help Assistant		Provides interactive learning modules & AI-guided tutorials for risk managers, control owners, and auditors.

								Mobile-Friendly ORM Access (iOS & Android Support)		Ensures risk teams can access dashboards, report incidents, approve controls via mobile apps.

						9. Integration & Security		Seamless Integration with Core Systems		Ensures real-time ORM data exchange with core systems, ERP, and HR systems.

								Role-Based Access Control (RBAC) & Multi-Factor Authentication (MFA)		Restricts access to ORM modules based on job roles, ensuring secure usage.

								API Integration with Regulatory Feeds & Risk Intelligence Platforms		Automates regulatory updates from IRA, CMA, AML watchlists (FATF, FRC, INTERPOL, SWIFT CSP).

						10. Structure Support		Support multiple entities  & Org Structure 		Support multiple entities (subsidiaries, branches, business lines) under a group framework. Risks must be linked to departments, functions, and reporting structures to allow roll-up and drill-down views.

						11. Action Plan Management		Action Plan Management		Define, assign, and track action plans/remediation measures. Capture deadlines, responsible owners, status updates, and generate automatic reminders/escalations for overdue items.

				Business Continuity Management (BCM)		1. Business Impact Analysis (BIA)		Identification of critical business processes & dependencies		The system should allow users to map out critical business operations and their dependencies (internal & external) to assess the potential risks and impact of disruptions.

								Financial impact analysis of disruptions		Enables automatic financial loss estimation based on downtime, lost transactions, and operational impact. Should provide quantitative data for informed decision-making.

								Recovery Time Objective (RTO) & Recovery Point Objective (RPO) tracking		Ability to define, track, and report RTOs and RPOs for different business units and IT systems to ensure recovery expectations align with business requirements.

								Supply chain & vendor dependency analysis		Identifies and tracks critical vendor dependencies, ensuring resilience by assessing third-party risks, contingency measures, and alternate suppliers.

								Automated workflow for BIA updates		AI-driven or automated reminders for periodic BIA updates to reflect organizational changes, new risks, or regulatory shifts.

								Dynamic risk scoring for BIA elements		Uses risk heat maps, real-time risk assessment, and analytics to prioritize risks and their impact on business operations.

						2. Crisis Management & Response		Incident Command Structure (ICS) with role-based assignments		Provides a structured framework for managing incidents, ensuring defined roles (e.g., Crisis Manager, Communications Lead) with clear responsibilities.

								Real-time crisis communication (SMS, Email, Mobile Push, Social Media, Voice Call)		Multi-channel notification system for rapid crisis alerts, ensuring employees and stakeholders receive timely updates. Should include escalation rules.

								Automated call tree notification system		Supports pre-configured call trees to ensure sequential or simultaneous notifications to key personnel.

								AI-driven crisis forecasting & simulation		Uses AI to predict crisis severity based on historical data and real-time incident analysis, helping organizations prepare for worst-case scenarios.

								Integration with regulatory agencies (OCC, FCA, SEC) for crisis reporting		Automates compliance reporting to regulators, ensuring that all crisis-related actions are documented and communicated per legal requirements.

								Crisis war room & virtual command center		Provides a centralized dashboard for crisis teams to track incidents, assign tasks, monitor real-time response actions, and collaborate remotely.

								Mobile app for crisis management		Enables mobile-based crisis management, allowing users to access response plans, communicate with teams, and receive real-time alerts from anywhere.

						3. Business Continuity Planning (BCP)		Pre-configured BCP templates aligned with ISO 22301, DRII, BCI		Includes industry-standard BCP templates that can be customized for Insurance, Asset Management, IT, and other sectors.

								Automated workflow for BCP review & approvals		Ensures that BCPs undergo scheduled reviews and approvals, reducing risks of outdated plans.

								Mobile accessibility of BCPs		Allows employees to access BCPs on mobile devices (offline & online) for immediate reference during disruptions.

								Employee acknowledgment & training tracking		Tracks employee acknowledgment of BCPs and monitors mandatory crisis training completion rates.

								Scenario-based BCPs (cyberattacks, pandemics, natural disasters)		Supports customizable BCPs for different crisis types, ensuring specific plans for various disruption scenarios.

						4. IT Disaster Recovery (ITDR) Planning		Integration with IT Service Management (ITSM) tools		Tool pulls status, it does not run tests.
Tool connects via APIs to IT tools (ServiceNow, OCI/Azure, backup platforms).
Pulls status fields only (e.g., “last DR test date,” “test result = Passed/Failed,” “% backup success”).

								Automated DR testing & failover workflows		Allows for scheduled DR failover simulations with test results, ensuring IT teams can validate recovery capabilities. Tool tracks test completion & residual risk, IT runs the tests.

								Cloud-based DR solutions & backup automation		Tool just records coverage/risk posture, IT executes via cloud tools.

								Ransomware protection & cyber resilience		Integrates cybersecurity resilience into DR plans, ensuring backup encryption, malware detection, and anti-ransomware protocols. 
Tool reports on risk appetite breaches (e.g., >X backup failures), IT handles ransomware playbooks

								Automated data replication & backup management		Tool stores evidence/assurance.
If APIs aren’t practical, ERM allows IT to upload evidence reports (CSV, PDF, Excel) from their tools.

						5. BCM Testing & Simulation		Scheduled & ad-hoc BCM testing		Supports regular BCM testing through scheduled drills or spontaneous scenario-based tests.

								Full-scale disaster recovery drills (tabletop exercises, penetration tests, live drills)		Allows teams to simulate real-world crisis events, from cyberattacks to physical disasters, for improved preparedness.

								Crisis scenario modeling with AI		Uses machine learning models to simulate realistic crisis impact scenarios, helping organizations optimize their response strategies.

								Automated reports for BCM tests		Generates detailed reports after each test, tracking performance, gaps, and improvement areas.

						6. Regulatory Compliance & Reporting		Compliance with ISO 22301, BCI, DRII, NIST 800-34, Solvency II		Ensures full alignment with global BC & DR compliance standards for audits and certifications.

								Automated regulatory reporting for BCM audits		Prepares audit-ready reports for insurance regulators, eliminating manual data collection.

								BCM maturity assessment & benchmarking		Provides benchmarking tools to compare BCM maturity levels against industry best practices.

						7. Integration & Security		Integration with core systems, ERP & HRMS		Connects BCM & ITDR with SAP, Oracle, and core insurance / asset management systems, ensuring full business integration.
Tools: SAP, Oracle Fusion, Workday, MuleSoft.
Integration: ERP/HRMS risk feeds (e.g., payroll, financial reporting errors) link to ERM operational risk posture.

								Role-based access control (RBAC) & multi-factor authentication (MFA)		Ensures secure access with granular permissions and multi-factor authentication for system users.

								Secure document storage & encryption		Encrypts BC/DR plans using AES-256, ensuring secure cloud and on-premise storage.

				Third Party Risk Management (TPRM)		1. Third-Party Onboarding & Due Diligence		Vendor risk classification		The system should classify vendors based on risk levels (Critical, High, Medium, Low) considering data access, financial exposure, operational dependency, and regulatory obligations. This allows risk-based due diligence rather than a one-size-fits-all approach.

								Automated third-party onboarding workflow		Automates end-to-end vendor onboarding, including risk assessments, legal/contract review, security checks, and executive approvals. Reduces manual processing and ensures compliance before vendors are approved.

								Vendor risk assessment framework		Supports standardized risk assessments based on ISO 31000 (Enterprise Risk), COSO ERM, and NIST. Helps organizations score vendor risks across multiple domains (cyber, financial, compliance, etc.).

								External risk intelligence integration		Connects with Moody’s, Dun & Bradstreet, BitSight, SecurityScorecard, etc. to automatically fetch third-party risk intelligence covering cybersecurity, financial health, and operational resilience.

								Compliance & background checks		Ensures automated vendor background checks against OFAC, FATF, FinCEN, EU Sanctions Lists, and negative news (adverse media screening). Reduces reputational and compliance risk exposure.

								ESG checks		Ensures automated ESG checks against preset ESG criteria and external sources for compliance

						2. Contract & SLA Risk Management		Centralized vendor contract repository		Provides a secure, searchable repository to store all vendor contracts, SLAs, security agreements, and amendments with version control and automated alerts for renewal dates.

								Automated contract review workflow		Uses AI/NLP (Natural Language Processing) to analyze contracts for non-compliance, risky clauses, and missing controls. Ensures quick contract approvals while identifying hidden risks.

								SLA tracking & performance monitoring		Automates real-time SLA compliance tracking by integrating with vendor performance data. Alerts are triggered for missed SLAs, financial penalties, or escalations.

								Vendor exit strategy & contract termination workflow		Includes a predefined offboarding workflow to ensure that vendors are decommissioned securely with risk mitigation (e.g., revoking system access, data deletion, contract closeout, legal compliance).

						3. Cybersecurity & IT Risk Assessments		Vendor security assessment (ISO 27001, NIST, SOC 2)		Ensures third-party security audits align with ISO 27001, NIST 800-53, SOC 2 Type II, PCI-DSS. Automates security questionnaires and evidence collection.

								Third-party vulnerability scanning		Uses BitSight, SecurityScorecard, or in-house vulnerability scanning tools to monitor external attack surfaces for vendor cybersecurity risks.

								Incident response & breach notification		Ensures vendors comply with data breach notification SLAs and integrates with SIEM platforms (Splunk, QRadar, Microsoft Sentinel) for real-time threat alerts.

						4. Financial & Operational Risk Management		Vendor financial health monitoring		Monitors vendor financial stability using data from Dun & Bradstreet, S&P Global, Moody’s, Fitch Ratings to predict potential vendor failures.

								Supply chain risk visibility		AI-driven analysis detects vendor concentration risk, geopolitical threats, dependency risks, and supply chain disruptions (e.g., COVID-19 impact).

								Business continuity & disaster recovery (BC/DR) compliance		Ensures vendors have documented BC/DR plans that comply with ISO 22301 (Business Continuity Management Systems) and are tested regularly.

						5. Regulatory Compliance & ESG Risk Management		Compliance risk tracking		Ensures third-party compliance with GDPR, CCPA, Solvency II, OCC, FFIEC, FCA, SOX, PCI-DSS, HIPAA, tracking non-compliance and corrective actions.

								Environmental, Social, and Governance (ESG) compliance		Tracks vendor adherence to ESG reporting frameworks (SASB, TCFD, GRI, UN Global Compact) to assess sustainability risks.

						6. Continuous Monitoring & Risk Scoring		Automated risk monitoring dashboards		Provides a real-time dashboard for monitoring vendor risk scores across cyber, financial, regulatory, and operational domains.

								AI-driven predictive risk analysis		Uses machine learning models to predict vendor risks before they escalate, based on past performance, industry trends, and historical breaches.

								Periodic vendor reassessment workflow		Automates annual/bi-annual vendor reassessments for high-risk vendors to ensure updated risk evaluations.

						7. Reporting & Audit Readiness		Automated risk & compliance reporting		Generates audit-ready reports for OCC, FCA, FFIEC, SEC, Solvency II, ISO 27001 audits.

								Vendor audit trail & documentation		Maintains a tamper-proof audit log of all vendor interactions, approvals, assessments, and incidents.

						8. Integration & Security		API integrations with GRC, ERP, & Procurement Systems		Connects seamlessly with SAP Ariba, Oracle, Workday, ServiceNow, RSA Archer for end-to-end vendor risk management.

								Role-based access control (RBAC) & MFA		Ensures secure user access with granular permissions and Multi-Factor Authentication (MFA).

								Secure document storage & encryption		Encrypts vendor risk documents using AES-256 for data protection and regulatory compliance.

				Financial Risk Management (FRM)		1. Market Risk		Market Risk Factor Mapping		Ability to define and map exposures to relevant market risk factors (e.g., interest rates, FX rates, commodity prices). Support dynamic updates and basis risk tracking.

								Value at Risk (VaR) Engine		Support various VaR computation methodologies such as Monte Carlo technique to estimate potential losses under market volatility. Should allow firmwide and business unit level aggregation.

								Scenario Analysis & Stress Testing		Ability to simulate adverse market conditions (e.g., interest rate hikes, inflation spikes) and assess impact on portfolios and insurance liabilities.

								Market Trend Monitoring		Integration with external data feeds (e.g., Bloomberg, CBK rates) to monitor trends and trigger alerts for significant market movements.

						2. Credit Risk		Counterparty Exposure Tracking		Real-time tracking of current and potential future exposure to counterparties, including banks, reinsurers, and investment issuers.

								Credit Risk Modeling		Portfolio-based credit risk modeling with support for correlation analysis. Must allow for credit scoring and risk-adjusted pricing.

								Accounts Receivable & Payable Automation		Integration with ERP systems to automate alerts, payment tracking, and aging analysis to reduce default and penalty risks.

								Authorized signatory tracking		Provide functionality to record, track, and audit signatory approvals for financial instructions and transactions.

								Revenue Concentration Analysis		Ability to monitor revenue streams and flag over-reliance on single clients or sectors.

						3. Liquidity Risk		Cash Flow Forecasting & Analysis		Tools to analyze historical and projected cash flows, including insurance claims, premiums, and investment income.

								Liquidity Stress Testing		Ability to simulate liquidity crunch scenarios and assess impact on obligations like claims, salaries, and loan repayments.

								Reserve & Credit Line Management		Support for tracking and managing liquidity buffers, credit facilities, and overdraft limits.

								Asset Liquidity Profiling		Classification of assets by liquidity (e.g., cash, bonds, real estate) to support quick conversion planning.

						4. Financial Risk Identification & Assessment		Aggregation Across Units		The system should  support aggregation of risk data across diverse business units (e.g., asset management desks, insurance portfolios) to enable firmwide risk visibility.

						5. Real-Time Monitoring		Dynamic Dashboards & Alerts		Real-time tracking of KRIs (Key Risk Indicators) across business units with alerts for breaches in investment thresholds, claims ratios and solvency margins.

						6. Data Integration		API Integration with Core Systems		Seamless integration with Britam’s portfolio management systems, Alteryx, policy administration, and ERP platforms. 
 The system should also support data exchange with actuarial and finance tools

						7. User Experience & Accessibility		Role-Based Dashboards		Custom dashboards for risk managers, actuaries, compliance officers, and executives. 
Multilingual support for regional teams (Mozambique specifically).

				IT Risk Management		1. IT Risk Identification & Assessment		IT Risk Register & Categorization		The system should maintain a structured repository of IT risks, including cybersecurity threats, infrastructure vulnerabilities, data protection gaps, and regulatory exposures. Risks must be categorized by business unit, system, and risk type, with support for both inherent and residual risk ratings.

								AI-Based IT Risk Scoring & Analysis		Enable automated scoring of IT risks using predictive analytics and historical incident data. The system should detect emerging threats and provide early warning signals based on patterns in internal logs and external threat intelligence.

								IT Threat Intelligence Integration		Support integration with external cyber threat feeds including IBM X-Force, Palo Alto Cortex, Splunk, Kenya Cyber Watch to enrich risk identification. The system should allow mapping of threat indicators to internal assets and risk categories.

								Risk Control Mapping (ISO, NIST, CIS, SWIFT CSP)		Link identified IT risks to control frameworks such as ISO 27001, NIST, SWIFT CSP, CIS Top 18. The system should support continuous compliance monitoring and highlight control gaps.

						2. IT Compliance & Regulatory Risk Management		Regulatory ICT Risk Management Compliance Tracking		Monitor compliance with ICT-related regulations including IRA/CMA guidelines, data protection laws (DPA, GDPR), and international standards. The system should support multi-jurisdictional compliance tracking.

								IT Compliance Risk Assessments (ISO, PCI-DSS, GDPR, SWIFT CSP)		Conduct periodic assessments of IT processes and controls to identify regulatory gaps. The system should generate risk scores and remediation recommendations.

								Regulatory Reporting & Audit Readiness		Generate standardized reports aligned with regulatory formats to support inspections, internal audits, and board-level reviews. Reports should include compliance status, control effectiveness, and outstanding issues.

						3. IT Asset & Vulnerability Management		Automated IT Asset Discovery & Classification		Maintain a dynamic inventory of IT assets (servers, endpoints, cloud resources), classified by criticality, business function, and ownership. The system should support integration with CMDBs or asset discovery tools, and pull counts, classifications and coverage %

								Continuous Vulnerability Scanning & Patch Management		Pull summary feeds from Tenable / Zap dashboards and monitor vulnerability status across systems and track patch compliance. The system should flag overdue remediation actions, support risk-based prioritization and feed into risk dashboards and auto-update residual risk scores.

								End-of-Life & Legacy System Risk Tracking		Identify and assess risks associated with outdated or unsupported systems. The system should support lifecycle tracking and link legacy risks to business continuity and compliance exposures.

								Secure Document Storage & Encryption		The system should monitor the encryption status of IT-related documents, including business continuity plans, disaster recovery documentation, and cybersecurity policies. It must track the percentage of documents stored in secure environments and flag unauthorized access attempts.
The system should support integration with enterprise encryption tools and platforms, and map encryption status to confidentiality and availability risk categories within the IT risk register.
It should also support audit-ready reporting on encryption coverage and exceptions, and escalate repeated access violations to governance forums.

								Data Leakage Monitoring
		The system should monitor unauthorized data transfers across internal and external channels, track resolution timelines, and measure detection effectiveness.
It must support integration with Data Loss Prevention (DLP) tools and provide visibility into unresolved incidents, recurring leakage patterns, and high-risk data flows.
Alerts and incident summaries should automatically update the IT risk register under regulatory and privacy risk categories.
The system should also support escalation workflows for unresolved or repeated leakage incidents and provide dashboards for governance reporting.

						4. Cybersecurity Threat & Incident Management		Security Incident Response & Playbooks		Enable structured reporting and resolution of cybersecurity incidents. The system should support root cause analysis, corrective action tracking, and linkage to affected assets and controls.

								Security Information & Event Management (SIEM) Integration		Integrate with security monitoring tools to capture and escalate critical alerts. The system should support incident classification, severity scoring, and escalation workflows.

								AI-Powered Cyber Threat Hunting & Anomaly Detection		Support proactive identification of suspicious activity using AI and behavioral analytics. The system should allow mapping of anomalies to risk categories and trigger alerts for investigation.

								Ransomware & Endpoint Protection		Integrate with EDR tools such as CrowdStrike, Microsoft Defender & Bitlocker, to monitor endpoint security posture and ensure preparedness for ransomware scenarios. The system should track protection coverage, incident response metrics, and recovery readiness.

						5. Access Control & Identity Management		Privileged Access Management (PAM) Controls		Integrate with PAM tools to track and manage privileged access across critical systems. The system should support periodic access reviews, exception handling, and linkage to access-related risks.

								Role-Based Access Control (RBAC) & Multi-Factor Authentication (MFA) Enforcement		Integrate with tools including  SSO, Duo Security, Microsoft Azure AD to monitor RBAC & MFA implementation across business systems. The system should flag non-compliance, track adoption metrics, and support escalation of critical gaps.

								User Behavior Analytics (UBA) & Anomaly Detection		Detect and respond to anomalous user activity that may indicate insider threats, abnormal login patterns & credential misuse. The system should support integration with UBA tools and map alerts to access risk categories.

						6. Third-Party IT Risk Management		Third-Party Cyber Risk Assessment (ISO 27001, ISO 22301)		Evaluate third-party IT service providers against cybersecurity and business continuity standards including (ISO 27001, ISO 22301, SOC 2, regulatory guidelines). The system should maintain a vendor risk register, support periodic reassessments, and escalate high-risk or non-compliant vendors.

								Third-Party Penetration Testing & Risk Monitoring		Monitor vendor testing activities and escalate unresolved vulnerabilities. The system should support evidence collection and link findings to vendor risk profiles.

								Data Sharing & API Security Governance		Monitor the security posture of APIs and data-sharing mechanisms across internal and third-party systems. Track implementation of key controls (e.g., OAuth 2.0, OpenID, JWT) and assess risks related to data-in-transit and external integrations. Link systemic API risks and recurring incidents to the IT risk register and support escalation to governance forums.

						7. Business Continuity & Disaster Recovery for IT Risks		IT Disaster Recovery Plan (ITDR) Compliance (ISO 22301)		Track IT disaster recovery risks and compliance with ISO 22301 and local regulatory guidelines. Monitor DR test outcomes, RTO/RPO metrics, and backup health. Link systemic gaps and recurring issues to the IT risk register and escalate unresolved risks to governance forums.

								Automated Cyberattack Simulation & DR Drills		Integrate with tools to monitor the execution and outcomes of cyberattack simulations, penetration tests, and disaster recovery drills. Support scenario-based testing to validate recovery capabilities and resilience posture. The system should record test results, identify gaps, and link findings to IT risk registers.

								Cloud & On-Premise Backup & Recovery Monitoring		Oversee the status of cloud and on-premise backups, tracking backup health and restoration readiness. Escalate recurring failures or resilience gaps to governance forums and link backup posture to business continuity risk registers.

						8. Security Awareness & Training		AI-Powered Phishing Simulation & Employee Cyber Training		Track employee participation and performance in cybersecurity awareness programs. The system should monitor simulation results, identify repeat offenders, and support targeted training interventions.

								Regulatory Compliance Awareness Training (ISO 27001, GDPR, IRA / CMA)		Ensure completion of mandatory IT-related training (e.g., ISO 27001, GDPR, data protection). The system should track completion rates, issue reminders, and escalate non-compliance.

						9. Reporting & Security Governance		Executive Risk Dashboards & Cyber Threat Reports		Provide real-time visibility into IT risk posture, incident trends, and compliance status. Dashboards should be configurable by role and support drill-down analytics.

								Audit Logs & Forensic Investigation Support		Maintain secure, immutable logs to support investigations and regulatory reviews. The system should support evidence tracking and link forensic data to incident records.

						10. Data Governance & Privacy Risk		Oversight of data classification, protection, and retention policies.		Monitor implementation of data governance policies including classification, retention, and protection. The system should support linkage to privacy regulations and escalate breaches.

								Regulatory alignment		Ensure compliance with data protection laws (e.g., GDPR, ISO 27701, Kenya DPA). The system should track obligations, monitor control effectiveness, and support audit readiness.

						11. Cloud Governance & SaaS Risk		Risk oversight for cloud adoption (OCI, Azure) and SaaS platforms.		Monitor cloud adoption and configuration risks. The system should track compliance with internal cloud governance policies and escalate unresolved issues.

								SaaS Risk Monitoring		Assess and manage risks associated with third-party SaaS platforms. The system should support vendor assessments, usage tracking, and integration risk mapping.

						12. IT Change  Risk Governance		Change Risk Oversight		Track risks associated with major IT changes (e.g., ERP upgrades, infrastructure migrations). The system should support change impact analysis and linkage to operational risk registers.

						13. Project Risk Governance		Oversight of major IT changes and projects (e.g., ERP upgrades, Planned maintenance).		Monitor delivery risks, budget overruns, and security gaps in IT projects. The system should support project risk scoring and escalation workflows.

						14. Emerging Technology & AI Risk		Innovation Risk Oversight		Identify and assess risks related to adoption of AI, IoT, and other emerging technologies. The system should support risk classification and governance reporting.

								Ethical AI Governance		Support governance frameworks for responsible AI use. The system should track compliance with ethical standards and escalate risks related to bias, misuse, or regulatory exposure.

						15. Regulatory & Legal Compliance (IT & Cyber)		Regulatory Breach Monitoring		Track and escalate non-compliance with ICT regulations and cybersecurity laws. The system should support breach classification, remediation tracking, and governance reporting.

								Corrective Action Management		Link regulatory breaches to structured remediation workflows. The system should support deadline tracking, ownership assignment, and escalation of overdue actions.
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Audit Requirements

				Thematic area		Category		Criteria & Expanded Description of Functionality

				User Management & Security		User & Access Management		Allow creation of users and enforce password policy. 

								Ability for users to sign in using their work email address and system password.

								Ability to accomodate two-factor authentication when signing in.

								Ability to enforce single sign-on (based on network/domain access credentials)

								Allowing for user creation, roles and permissions assignment, and access control to ensure data security and compliance. 

								Ability to create users and user profiles based on departmental roles and structure of the audit process. 

								Restricts access to sensitive information based on user roles and permissions. 

								Ability to generate user access reports by parameters, ie. username, date created, status, role, last login etc

								Ability of the user to view a dashbaord with the items assiged to them e.g Audit projects, Audit actions 

						Security Groups		Ability to create and assign security groups. At project and global levels. E.g;

								- Project Access Groups.

								- Project IC Group.

								Ability to assign team members / champions administrator level access on the system.

								Ability to assign team members to one or more security groups.

						Team roles		Ability to create and assign teams, team roles and manage the statuses (active, inactive, assigned)

								Ability to define the authorisation levels of users by their roles in the audit / advisory assignments:

								- Creator / preparer.

								- Reviewer.

								- Approver.

								- Read only.

								- Preparer Reviewer.

								- Project Owner.

						Data Security and Privacy		Ability to enforce robust security measures to protect employee data.

								Ability to implement encryption for sensitive audit information.

								Encryption of data both in transit and at rest. 

								Ability to maintain an audit trail for changes to audit records.

						Permissions (audit files / projects)		Ability to create, assign, review and revoke permissions:

								- Restrict Access to Project (cancel user)

								- Restrict Export of Project Information

								- Allow cross-referencing mode between projects, audits, BUs, etc.  

						Vulnerability Management		Capabilities to troubleshoot, processes for identifying, assessing, and patching security vulnerabilities. 

								Adequate support on operational, security and vulnerability management.

								Mechanisms for detecting and responding to security incidents.

				Audit setup		Audit Project configuration		Ability to setup IA projects based on user profiles and roles. The project profile to include components. i.e. the project’s team, scope, summary, schedule etc…

								Enable the scheduling of audits, defining audit background, objectives, scope, and criteria, and assigning audit teams. 

								Ability to document audit summary, status and set project milestones. 

								Ability to link project to user / team profiles (ownership) and their respective contacts for this audit on the client side as well as those responsible for the follow-up.

								Ability to assign hierarchical ownership of projects:

								- Project manager / lead.

								- Project team member(s).

								- Other project resources.

								Ability to allocate and de-allocate membership, roles and responsibilities at project planning.

						Audit Project Setup Features		Ability to setup audit projects while capturing details of:

								- Project Code(Automatic).

								- Project Name.

								- Select Audit Plan reference (From the Annual audit plan).

								- Select Entities & Units: Based on Britam structure of Business Units & Countries).

								- Link audit project setup to BU, regional offices or to Holdings.

								- Clustering - Ability to link related audits and advisory projects by BU, Themes, Periods, Team Members, etc.

								- Audit project scope.

								- Agreed upon procedures (limited scope audits).

								- Origin: - Linking the audit to the source of engagement - AUPs, Annual Risk Assessment, etc. 

						Project Setup		Ability to import project files. From third party application or MS office files (e.g. spreadsheets).

						Annual Audit Plan		Ability to record and maintain the Audit Universe.

								Ability to link the Annual audit plan to audit universe and risk assessments. 

								The AMS should allow CAE / Internal Auditor to initiate the audit planning process.

								The AMS should allow updating required information (audit parties, available party days and audit units with pending years) are up to date in the AMS.

						Prepare new audit plan		Ability to create new audit parties in the system by selecting available auditors from available list.

								Ability to create duty calendar of each auditor considering available holidays in government calendar in the respective countries.

								Ability to allow populating list of available audit units and entering audit unit wise pending audit years.

								Ability to allow creation of new audit plan by CAE / Internal Auditor.

								Ability to allow the selection of audit unit from available list by filtering them with risk profile, unit type and country- wise.

								Ability of the system to allow mapping of auditors to audit units / countries. The system will assist the user by suggesting tentative audit calendar (audit unit, audit party, audit schedule) on the basis of audit unit type wise no. of days required, available working days and available auditors. Holdings auditors to be mapped to holdings as a unit and ability to map auditor to more than one BU / country. 

								CAE / Internal Auditor can define/ modify audit unit type wise time required for internal audit and other audits.

								The AMS should allow updating/ deleting existing audit plans by CAE / Internal Auditor.

								The AMS will restrict deleting of existing audit plan if it is already approved. However, users can modify the audit plan according to available man days and add additional units for audit. CAE can push forward or carry forward audits in previous audit periods. 

								The AMS should allow modification in audit party composition as and when required with specific reason like leave/ absence.

						Approval of audit plan		The system will allow Chief Internal Auditor / Internal Auditor at BU level to submit the final audit plan for approval by the relevant internal / external parties (including regulator).

								The system will allow update of the plan with revisions from the relevant internal / external parties (including regulator).

						Modify audit plan		The system will allow Internal Auditor to make required changes in the existing audit plan (only addition of additional audit units) as per the feedback of secretary/ head of respective the relevant internal / external parties (including regulator). re-submit for approval.

						Intimation of final audit plan to Ros		On approval of final audit plan the same will be intimated to audit unit offices.

						Audit Scheduling		Ability to define and lock audit plan with dates. 

								Ability to configure and lock project dates. Include details such as:

								- Estimated (planned / budgeted) dates / time

								- Scheduled dates / time.

								- Actual dates / time.

						Status and Milestones		Ability to configure and record audit project milestones and deliverables. 

								Ability to link project workflow and determine the accessibility and rules within the project. This is restricted to Project Ownership (Owner, Manager, and Lead). Through locking and closure of project milestones. 

								Ability to assign timelines to the above workflow project milestones:

								- Planning (Created) - Actual.

								- Field Work (Initialized) - Actual.

								- Draft Report (Post Field Work) - Estimated & Actual.

								- Review -vs. Actual

								- Responses Accepted - Estimated & Actual.

								- Issued (Final Report) - Estimated & Actual.

						Project costs		Ability to configure and record project costing by:

								- Effort (Hours);

								- Resource (employee or outsourced).

								- Expenses.

								Ability to link to Budgeting module on ERP for cost allocation and billing (for regional entities that use group resources). 

				Audit Management		Audit Project Setup		Audit setup with the features:

								- Team / resources.

								- Schedules.

								- Objectives.

								- Background.

								- Scope and Methodology.

								- Audit steps ie, Planning, Fieldwork and Reporting

								- Auditee contact persons (linked to exchange - by user ID / email).

								- Status and Milestones.

								- Summary – To be considered in a form that it will become the executive from the Final Report.

								Ability to import the audit setup details from third party applications and MS excel using templates. 

						Audit Process Management		Ability to setup audit projects into:

								(a) Risk Assessment;

								(b) Planning;

								(c) Field work;

								(d) Reporting;

								(e) Follow-ups.

						Audit Process Documentation

						Audit Planning		Ability to create, record and archive audit process documentations. Incuding:

								- Audit Plans.

								- Audit Programs.

								- Risk Assessment / schedules documents.

								- Audit Notifications (emails / letters).

								- Set meeting schedules and provide features user can capture related minutes.

								- Memos and correspondence.

						Field Work		Ability to create, update and link audit procedures to risks, controls and outcomes. 

								Ability to document and archive the field work documentation. Including:

								- Audit Work papers.

								- Audit evidence sheets.

								- Data analytics schedules and results. 

								Ability to link the above to audit procedures and outcomes. 

								Ability to track and record the status (of execution / completion) of audit procedures. 

								Ability to add, amend, replace and delete work papers. (during preparation).

								Ability to maintain a record of work done.

								Ability to maintain a record of issues.

								Ability to capture, edit and delete audit findings/ observations details ie title, background, detailed findings/observations, root cause, risk/implication, risk rating and recommendations.

								Ability to record and maintain recommendations.

								Abiilty to log and link issues, recommendations to management actions. 

								Ability to assign and record issue resolution and recommendation implementation timelines.

								Ability to upload spreadsheets and jpg, images, pdf's etc as audit evidence

						Reporting		Ability to document, generate and archive the reporting documentation. Including:

								- Updated / Residual risk registers.

								- Draft reports.

								- Schedules and of exit meetings and capture minutes

								- Memos and correspondence.

								- Final Report.

								- Summary of findings and recommendations.

								Ability to classify issues, risks and observations.

								Ability to develop and manage a report risk rating criteria. Ie satisfactory, unsatisfactory, and needs improvement.

								Ability to export audit report to MS word, powerpoint, and PDF based on a pre-designed template.

						Audit Evaluation & Monitoring		Ability to link to the reporting phase for audit evaluation and closure. Utilise the post audit project survey.

								Ability to document evaluation procedures on audit completed audit projects. To include evaluation of and against (but not limited to):

								- Project planning and administration (scheduling).

								- Evaluation of outcomes vs. audit project's "Terms of Reference".

								- Inception Report.

								- Kick off mecting.

								- Documentation of Memos and Correspondences.

								Ability to evaluate the fieldwork performed. To include evaluation of and against (but not limited to):

								- Project design framework.

								- Project management capabilities.

								- Measuring (milestones) and reporting.

								- Quality and timeliness of draft and final reports.

								- Timelines and documentation of memos and correspondences.

								- Ability to capture audit finding and record report / individual finding review notes

						Tracking audit Process		Ability to record, consolidate and report progress on the procedures, notes, issues, procdures, work papers, audit programs, as assigned to each individual team members. Based on at a minimum;

								- Not Started.

								- In Progress.

								- Prepared.

								- Reviewed.

								- Edited since Review.

						Electronic Work Paper Management		Ability to create, record, update, retain and archive electronic audit work papers in the form of:

								- Audit procedures.

								- Controls.

								- Risks.

								- Records of work done.

								- Evidences and outcomes. 

								Ability to create and maintain a linkage between Risks, Controls, Audit procedures, Audit Outcomes and report refences. 

								Ability to duplicate procedures, documents, folders, etc. 

								Ability to lock users from deletion of procedures, documents, folders after review / approval. Can delete at preparation stage only. 

								Ability to track audit issues. 

						Collaboration		An application that will enable collaboration among audit team members and with other departments. 

						Risk and impact rating		Ability to document multiple recommendations for the same issue and assign spepcific responsibilities. 

								Ability to design and execute a RASCI matrix for issue and recommendation onwership.

								Ability to share individual audit issues to specific auditees by issue or scope.

								Ability to assign risk probabilty and likelihood (with a scoring criteria).

						Document Management		Providing a central repository for all audit-related documents, with version control and access control. 

								Ability to create and make use of templates to load data, audit plans, RCM, work programs. 

								Ability to create, manage and archive audit and reporting templates. 

								Ability to name and organise documents, procdures and outcomes in an organised taxonomy and nomencleature. 

								Ability to handle (import, export and upload) various document formats. Eg. Images, Microsoft formats, pdf, scipts, etc. 

								Ability to share documents, procedures, risks, controls, components and outcomes via hyperlink.

								Ability to create data requests and audit evidence through the AMS.

								Ability to create and maintain and audit evidence and document repository. 

						Evidence Collection		Providing mechanisms for auditors to collect and manage evidence, including document uploads, screenshots, and other relevant information. 

						Messaging & Notifications		Ability to record feedback messages and initiate feedback on email between project team members. 

								Ability to record feedback messages and initiate feedback on email between project team members and auditees. 

								Ability to schedule audit response requests. 

								Ability to send reminder on audit response requests to auditees.

								Ability to log and initiate escalations for pending audit actions and response requests. 

						Audit sign-offs		Ability to record and track the status of audit sign-offs. 

								Ability to perform individual and bulk sign-offs. 

								Ability to sign off individual work papers and exceptions, and entire work programs.

								Ability to sign off individual procedures

						Implementation of Audit issues		Ability to assign audit actions & recommendations to auditee (based on a pre-defined RACI matrix). Consider the options / nomencleature based on system e.g. owner, contributor, observer, approver and final approvers of the recommendation.

								For considerations:

								- Owner: this is the person assigned to the recommendation (Lead), in charge of implementing and providing updates on the recommendation.

								- Contributor: This person assists the ‘owner’ in implementing the recommendation and in providing updates on the recommendation.

								- Approver: this person approves the update provided by the owner if and when required. Could be active or passive.

								- Observer: Passive role usually allocated to the program manager who is not the approver.

								- Final Approver: Usually assigned to the Program Manager for final approver.

								Ability to capture and input estimated date of implementation and progress stage, as well as coordinator (RASCI).

								Ability to define implementation coordinator as a person or group of persons assigned to follow-up on the recommendation.

								Ability to track implementation of audit recommendations and actions by:

								- Estimated / agreed dates.

								- Actual dates.

								- Progress.

								- Implementation cordinator. 

								Ability to update issues, recommendations and actions (subject to changes in implementation status).

								Ability to track progress with inclusion of progress notes and evidences. 

						Audit Closure 		Ability to design and execute audit closure procedures. Including client acceptance of audit recommendations. 

								Ability by the audit client to document:

								- Proposed / agreed actions.

								- Implementation timelines.

								- Onwership.

								Abiility to log and documente comments from the audit client without changing the content of findings and recommendations

								Ability to setup and enforce response time from the audit clients. E.g. setup to give 10 working days to provide comments, action plans, assign owners and contributors, provide timelines for each recommendation implementation.

						Compliance		Ensuring that the system adheres to relevant regulatory requirements and industry standards. 

						Audit Trail		Maintaining a detailed audit trail of all user activities within the system for accountability and security. 

						Follow-ups		Web-based recommendations tracking database that accumulates project information and findings from all of your individual oversight reports.

								The system should have the capabilities to provide the following on follow up of open audit issues & recommendations. 

								- Status Update – used by the client contacts (owner, contributor, approver) to provide updates on the implementation of the recommendations, including revised implementation dates and provide attachments of supporting documents.

								- Ability to create and manage 360 degree feedback between auditor, auditee & management. At process and audit issue level. 

								- Comment – Used by both the client and IA to exchange information and request additional information.

								- Implemented – To be used by IA implementation coordinator to propose after review, the implementation of a recommendation.

								- Closed – To be used by the IA head(s) to confirm / validate recommendation is implemented, functioning and can be considered as closed.

								- Open – To be use by IA to reopen an implemented recommendation if its determined that there are insufficient proof that the recommendation has been implemented or is functioning effectively.

								Ability to make changes of ownership for audit issues / recommendations. 

								Ability to track requests for extension of resolution timelines. Retain and report original due dates.

				Workflow & Automation		Workflow Automation		Automating audit processes, such as sending notifications, routing tasks, and managing approvals. 

								Ability to design and implement an approval workflow for audit projects, engagements and reports. 

								Ability to streamline the audit process with automated task assignments, notifications, and escalations. 

								Automated Data Analysis: Tools / components that can be used to analyze large datasets to identify trends and anomalies. 

						Search and Filtering		Enabling users to easily search and filter audit data based on various criteria. 

								Ability to search users, profiles, emails, entities, audit projects, action plans by basic and advanced search criteria. 

						Notifications and Alerts		Providing timely notifications and alerts to users regarding audit activities, deadlines, and changes. 

								Ability to autocreate notifications based on due dates, send to the audit issues owners & supervisors. 

						Integration		Allow integration with document (audit evidence) management systems. 

								Integration between the AMS and LOB systems, ERP and Email Management system (exchange)

								Integration with the HRMS to manage audit scheduled vs. leave management. 

						Multi-user capabilities		Ability to support multi-user and concurrency access and usage at application, project and workfile levels.  

						Audit follow ups		Tracking the implementation of audit actions.

						Host Environment(s)		Abiltity to execute documentation on both:

								- Online;

								- Offline modes. 

								Cloud first: - Ability to setup application on Cloud. 

								Ability to user a web based interface. 

						Audit sign-off workflow		Ability to enforce controls that ensure audit completion and integrity of audit files / documentation:

								For instance, before signing off work in a Master file, it must first be “initialized”. Initialization should take place after:

								• The Admin selections of Team Members,

								• The Audit Profile has been defined,

								• Background documents have been included

								• Risk assessment performed included in the appropriate folder

								• Audit plan prepared and included in a the appropriate folder

								• Audit programs developed and included in the appropriate folder

								• Correspondences and meeting notes prepared and included in the appropriate folder

						Audit work paper integrity		Ability to freeze work papers and documentation: - Any reviewer, preparer/reviewer, or administrator may freeze work programs, exceptions, or work papers, thus preventing further edits.

				Reporting		Audit Reporting		Ability to generate various audit reports, including summary reports, findings reports, and trend analysis reports. 

								Ability to create reporting templates.

								Ability to import pre-designed reporting templates. 

								Abiity to extract and execute exception reporting.

						Audit Scheduling		Ability to analyse and report on audit project timelines. E.g.

								- Estimated / planned.

								- Actual vs. planned. 

								Ability to report on team member / resource utilisation.

								Ability to schedule audit response requests. 

								Ability to send reminder on audit response requests to auditees.

								Ability to log and initiate escalations for pending audit actions and response requests. Escalations to include owner, line manager / supervisor, business leader (exco level).

						Audit Project Surveys		Ability to create and disseminate post audit surveys.

								Ability to track audit surveys. 

								Ability to create notifications on system and email to survey owners and respondents. 

						Board Reporting		Ability to create, update and archive Board packs and reports (include quarter summaries by BU).

								Integration with BoardVantage for submission of pack and board summaries (to directors). 

						Risk Rating of issues		Ability to create, manage and apply risk rating criteria for audit issues, outcomes and reports. 

								Report issues / observations by risk rating (criteria)

						Project Dashboards		Ability to create and present a global view (based on level of users) of:

								- Audit plan and progress of execution.

								- Audit projects based on status, progress, milestones, timelines, budget utilisation and priority.

								- Team resource utilistions.

								- Procedures, work papers and audit programs. 

						Follow up on audit issues  / Recommendations. 		Ability to track audit issues and recommendations.

								Ability to consolidated audit issues in realtime. 

								Ability to generate and export audit actions status report in MS Excel, CSV 

				Risk Management		Risk Management		The AMS must have an integrating risk assessment and management features, such as identifying and assessing risks, developing mitigation plans, and tracking risk status. 

								Ability to create, record, update and maintain and IA risk assessment and risk register. 

								Ability to link the Audit risks to Britam's Risk repositories and registers. 

								Ability to maintain risk registers, and update residual risks. 

						Risk Assessment		Must have the capabilities and tools for identifying, assessing, and prioritizing risks within the audit scope. 

						Risk and Control Matrices		Ability to design and maintain Risk and control matrices. 

						Pre-risk assessment configurations		The AMS will allow CAE / Internal Auditor to finalize the list of audit units before initiating the audit plan of a particular year.

								The AMS will allow Internal Auditor to assign the risk assessment parameters and send them for approval to CAE.

								The AMS will allow Internal Auditor to assign weightage and send them for approval to CAE (If there is no CAE IA will self-approve)

								CAE / Internal Auditor can define and approve evaluation criteria before initiating the audit plan of a particular year.

						Risk Profiling of Audit Units		The system will provide facility to automatically retrieve audit unit wise risk assessment parameters from integrated external system and internal AMS database.

								The system will allow defining new risk assessment parameters in the system and configure the data retrieval policy (web service/ internal database).

								The system will also provide facility to record audit unit wise value of risk assessment parameters at different level (IAU/ Audit Unit) manually (In case data is not retrievable from external system).

								The system will allow the Chief Internal Auditor / Internal Auditor at IA of to perform risk profiling of audit units on the basis of defined risk assessment parameters.

				Usability		Customization		Ability to allow customization of workflows, reports, and other aspects of the system to meet specific organizational needs.

						Scalability		The system must be able to handle increasing volumes of data and users as the organization grows. 

						Usability		The system should be user-friendly and easy to navigate for all users, including auditors, managers, and other stakeholders.

						Ease of use 		A user-friendly tool will support user / auditee buy-in. 

						Integration & Automation		This is the simplest way to pool data across business units & country (geography). These should be configurable.

								Ability to integrate with data analytic tools and AI capabilities. 

								Ability to handle automation of audit procedures. 

								Ability to run reports, documetation of exceptions and reports from scheduled, server-based continuous audit procedures. 

								Automated Data Analysis: Must have capabilities and tools for analyzing large datasets to identify trends and anomalies. 

								Real-Time Data and Analytics: Provides dashboards and reports for quick insights into audit progress and findings. 

						Licensing regime		Flexible and economic user licensing. Preferred pooling of licensing and allocation at the point of usage. 

						Cost and Affordability		Consider the total cost of ownership, including licensing fees, implementation costs, and ongoing maintenance. 

						Implementation Support		Capabilities for the vendor's support for implementation, training, and ongoing support.

				Off-line Usability		Off network usage		Ability to be used without connecting to the office network and intergrate when network is resumed
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Acronyms

						Acronyms		Full Description 

						AI		Artificial Intelligence 

						AML		Anti-money laundering

						AMS		Audit Management Software

						API		Application Programming Interface

						AUP		Agreed Upon Procedures

						BU		Business Unit

						CAE		Chief Audit Executive

						CCM		Continuous Compliance Control Monitoring

						CFT		Combating the Financing of Terrorism

						CMA		Capital Markets Authority

						CSA		Control Self-Assessment

						CSV		Comma Separated Values (in ref to file format) 

						ERP		Enterprise Resource Planning

						GRC		Governance Risk & Compliance

						HR		Human Resource(s)

						IA		Internal Audit

						IRA		Insurance Regulatory Authority

						KRI		Key Risk Indicator

						LMS		Learning Management Systems 

						MFA		Multi-Factor Authentication

						NLP		Natural Language Processing

						PEP		Polically Exposed Persons

						Q&A		Question & Answer

						RASCI		Responsible, Accountable, Supportive, Consulted, Informed

						RBAC		Role-Based Access Control
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Risk & Compliance Requirements

				Thematic area		Category		Criteria		Expanded Explanation of Functionality

				Policy		1. Policy Creation & Approval Workflow		Automated Policy, Procedure, Framework & Guideline Drafting & Templates		Provides pre-configured templates aligned with ISO 9001, 37301, OCC, and industry-specific regulations. Includes AI-driven policy generation.

								Version Control & Change History Tracking		Maintains audit trails for all document types (policy, procedure, framework, guideline) changes, tracks historical versions, and ensures compliance with regulatory change management.

								Multi-Level Policy Approval Workflow		Supports multi-stakeholder approvals for all document types, routing policies to Legal, Compliance, HR, and Risk teams before final publication.

								AI-Powered Policy Risk Analysis		Uses Natural Language Processing (NLP) to analyze policy risks, flag gaps, and recommend compliance enhancements.

								Customizable Policy, Procedure, Guideline Review & Expiry Notifications		Automates reminders for document reviews, updates, and retirements, ensuring policies remain up-to-date.

								Policy Clause Breakdown & Adherence Tracking		Automate analysis of organizational policies into individual, assessable clauses. Each clause is categorized, mapped to relevant controls, and monitored for compliance/implementation.

						2. Centralized Policy Repository		Secure & Searchable Policy, Procedure, Guideline & Framework Storage		Centralized cloud-based repository allowing employees to search, filter, and access documents by department, compliance category, or regulation.

								Role-Based Access Control (RBAC) & Multi-Factor Authentication (MFA)		Restricts document access based on job roles; supports MFA for secure document handling.

								Mobile Access & Offline Viewing		Provides mobile-friendly access to documents, allowing employees to view, download, and acknowledge documents remotely.

						3. Policy Acknowledgment & Training		Automated Employee Policy Acknowledgment Tracking		Tracks employee acknowledgment of mandatory policies (e.g., Code of Conduct, Data Privacy Policies).

								E-Signature & Digital Attestation		Enables legally binding electronic signatures for policy compliance attestation.

								Automated Training & Certification Reminders		Integrates with Learning Management Systems (LMS) to assign mandatory policy training modules.

								AI-Based Employee Knowledge Assessments		Conducts policy quizzes, compliance exams, and AI-driven adaptive learning for knowledge validation.

						4. Regulatory & Compliance Policy Mapping		Automated Regulatory Change Mapping		Links policies to external regulatory updates (OCC, FCA, SEC, Solvency II, GDPR, ISO 27001, HIPAA) ensuring real-time alignment.

								Compliance Risk Assessment for Policies		AI-driven compliance scoring system identifies policy gaps, conflicts, or redundancies with regulatory requirements.

								Regulatory Audit-Ready Policy Reports		Generates pre-configured compliance reports demonstrating policy adherence to regulatory frameworks.

						5. Policy Distribution & Communication		Automated Multi-Channel Distribution		Ensures documents are distributed via email, intranet, employee portals, and mobile apps.

								Customizable Policy, Procedure, Guideline & Framework Communication Campaigns		Supports automated notifications, reminders, and awareness campaigns for key document rollouts.

								Employee Feedback & Policy Improvement Workflow		Allows employees to submit feedback, suggest policy changes, and engage in policy Q&A forums.

						6. Document Lifecycle & Retention Management		Automated Document Lifecycle & Retirement Workflow		Ensures timely document updates, archiving, and regulatory compliance for storage & deletion.

								Legal Hold & Audit-Proof Document Archiving		Supports immutable, encrypted document storage for policies / procedures under legal hold or compliance investigations.

								AI-Powered Metadata Tagging for Searchability		Enhances document search functionality using machine learning-based metadata extraction.

						7. Integration & Security		API Integrations with GRC, ERP, and HR Systems		Connects with SAP, Oracle, Workday, OneTrust, RSA Archer, ServiceNow for policy / procedure / guideline enforcement.

								Secure Encryption & GDPR/CCPA Compliance		Encrypts documents using AES-256, ensuring data protection compliance with GDPR, CCPA, and HIPAA.

								Integration with Enterprise Risk & Audit Management		Links policies, procedures, guidelines and frameworks to risk registers, audit trails, and compliance reports for end-to-end governance visibility.

				Regulatory Compliance		1. Regulatory Tracking & Change Management		Multi jurisdictional regulatory feed		Automated tracking of regulations from IRA (Kenya & Uganda), CMA (Kenya & Uganda), BNR (Rwanda), RBM (Malawi), TIRA & CMSA (Tanzania), ARCA (Mozambique), Bank of South Sudan, plus other regulatory authorities (e.g. ODPC, FIUs etc)

								Regulatory Change Impact Analysis		Maps new laws (E.g. AML/CFT Act, Data Protection Acts, Consumer Protection laws, Insurance Guidelines, CIS regulations) to internal controls, policies, and processes.

								Regulatory Calendar & Country-Specific Alerts		Country-level calendars for reporting deadlines (IRA returns, AML/CFT reports, actuarial filings, tax compliance, CIS submissions).

								AI/NLP-Based Regulatory Text Extraction		Summarizes and extracts obligations from multi-language laws (English, Portuguese, Swahili).

						2. Policy & Procedure Management		Centralized Group Policy Repository		Unified repository accessible across all countries, with role-based access and country segregation.

								Automated Review & Localization Workflow		Group-wide policy approvals with local market tailoring (e.g., Kenya Data Protection Act vs. Malawi’s privacy framework).

								Employee Digital Acknowledgment		Tracks staff sign-off on AML, ethics, data privacy, consumer protection, conflict of interest attestations, and underwriting policies.

								Group-to-Country Regulation Mapping		Links group policies to country laws, including AML/KYC guidelines, consumer protection, solvency & capital requirements.

						3. Compliance Audits & Assurance		Risk-Based Compliance Audit Planning		Prioritization across multiple entities and jurisdictions based on business line risk (Life, General, Asset Mgmt.).

								Digital Audit Evidence Management		Captures audit findings, supporting docs, remediation actions, with regional oversight.

								Cross-Border Audit Consolidation		Consolidated compliance assurance view for group audit committees.

								Continuous Issue Tracking		Tracks overdue issues and escalates to Group/Regional Compliance Leads.

						4. Compliance Monitoring & Testing		Automated AML/CFT Monitoring		Sanction screening, KYC/CDD checks, PEP screening, transaction monitoring integrated with core insurance & fund systems.

								Continuous Compliance Control Monitoring (CCM)		Monitors controls in claims, underwriting, investments, distribution, and intermediaries.

								Consumer Protection & Market Conduct Monitoring		Automated monitoring of treating customers fairly, claims turnaround, mis-selling risks, and complaints management.

								Real-Time Breach Alerts		Regional alerting of AML, cyber, or policy breaches to Group MLRO & CCO.

						5. Reporting & Regulatory Submissions		Pre-Built Regulatory Reports		Templates for IRA returns (Kenya), NBR submissions (Rwanda), CMSA (Tanzania), RBM (Malawi), ARCA (Mozambique), FATF suspicious transaction reports, and ESG reports.

								Group & Board Dashboards		Compliance heatmaps across countries (Regulatory Compliance, AML, KYC, Consumer Protection, Conduct, privacy and Cyber).

								Multi-Jurisdiction Gap Analysis		AI-driven comparison of compliance maturity per entity and country.

								Immutable Audit Logs		Secure logs to support inspections by regulators and external auditors.

						6. Employee Training & Awareness		Compliance LMS Integration		Regional compliance training (AML, Cybersecurity, Data Privacy, Consumer Protection, Ethics). Supports English, Swahili, Portuguese.

								Training & Certification Tracking		Monitors training completion rates across all subsidiaries.

								Compliance Culture Surveys		Anonymous surveys to measure culture maturity across business lines and geographies.

						7. Integration & Security		Core Insurance & Asset Mgmt. Integration		Seamless integration with insurance core systems (Life/General/Health), CIS fund platforms, ERP, HR, and CRM.

								Sanction & PEP List Integration		Connects to OFAC, UN, EU, FATF, regional PEP databases, and national blacklists.

								Data Protection & Privacy Controls		Ensures compliance with Kenya DPA 2019, Uganda Data Protection Act, Malawi E-Transactions Act, Mozambique data laws.

								Role-Based Access & Cybersecurity		MFA, RBAC, ISO 27001 alignment, secure hosting (cloud/on-prem options).

				Operational Risk Management (ORM)		1. Risk Identification & Assessment		Risk Register & Categorization (IRA & CMA Guidelines)		Centralized repository tracking operational, IT, fraud, regulatory, and compliance risks, aligned with IRA & CMA guidelines.

										Provide a central repository of all operational risks with fields for description, category, business unit, process linkage, and ownership. Support both inherent and residual ratings (manual expert assessment & automated scoring). Risks must be dynamically linked to KRIs, incidents, controls,processes and corrective action plans, ensuring full traceability and a live audit trail. Dashboards/reports should allow aggregation by business line, event type, or severity, supporting regulatory reporting and monitoring against risk appetite.

										Allow linkage of risks and controls to organizational objectives/strategic goals. Facilitate monitoring of risk impact on achievement of objectives and risk appetite reporting.

								Risk heat maps 		Allow linkage, inter-connectivity and interdependencies of risks to demonstrate that risks can interact and have contagion effects. This not only assesses the impact that an individual risk may present to an organisation, it also quantifies the aggregate impact that a cluster of inter-dependent risks may pose. 

										Capture and analyze root causes or contributing factors associated with risks, incidents, or loss events. Facilitate trend analysis and systemic issue identification.

										Enable hierarchical classification of risks (categories, sub-categories, event types) aligned with internal taxonomy and regulatory standards (e.g., Basel II/III). Support consistent aggregation and reporting.

								Automated Risk Identification (IRA, ISO 31000, Solvency II)		AI-driven detection of emerging risks from external sources (regulatory updates, fraud alerts, industry news, IT logs, security threats).

								Customizable Risk Taxonomies (Business Unit, Product, Vendor, Region, Process)		Allows definition of risk classifications, ensuring alignment with internal operations.

								AI-Powered Risk Pattern Detection & Early Warning Signals		Uses predictive analytics & historical data to detect patterns of fraud, IT failures, process breakdowns.

						2. Risk Control & Mitigation		Out-of-the-Box Risk Control Library (Pre-Built & Customizable)		Provides a library of pre-configured risk controls for regulatory, operational, financial, IT, and compliance risks, allowing customization & addition of controls.

										Automated capture of controls from existing procedures via use of AI tools

										Provide a central register of controls (manual, automated, preventive, detective). Assign ownership, link controls to risks/processes/policies, and support periodic control testing (design & operating effectiveness).

								Control Self-Assessment (CSA) with Automated Workflows		Enables staff to self-assess key controls, automate workflows, and capture control effectiveness ratings.

										Support a structured RCSA process with maker/checker functionality (input, review, approval) and moderation capabilities for independent challenge by Risk/Compliance teams.

										Enable individual assessment functionality. Enable collaborative workshop functionality (online or hybrid). Features may include risk libraries, scoring tools, heatmaps, and real-time updates to the risk register during sessions.

										Outputs must feed directly into the risk register and automatically update inherent and residual risk ratings.

								Control Testing Automation (IT, Financial, Compliance, Cybersecurity)		Supports ongoing control testing, IT security audits, penetration tests, financial reconciliations, and policy enforcement monitoring.

								Real-Time Control Monitoring & Escalation Alerts		Provides automated control dashboards with real-time risk exposure alerts for missing controls, policy breaches, SLA violations.

						3. Process Risk Mapping		Link risks with business processes, policies, and controls		Allow users to link risks with business processes, policies, and controls, and provide visualization of dependencies and vulnerabilities to improve risk awareness and decision-making.

						4. Incident & Loss Event Management		Operational Incident Logging & Root Cause Analysis		Enables frontline staff to report risk incidents (e.g., transaction failures, fraud, IT issues) via web/mobile platforms.

										Enable reporting and investigation of operational incidents, linking them to root causes and capturing remediation actions. Incidents must automatically update related risk profiles in the register.

								Automated Incident Workflow & Integration with IT Event Reporting Tools (SIEM, ITSM)		Directly integrates with IT event reporting tools like Splunk, Microsoft Sentinel, QRadar, ServiceNow ITSM, ensuring cyber incidents, system failures, and fraud alerts trigger ORM workflows.

								Loss Event Classification & Basel III Mapping		Categorizes loss events into Basel III risk categories (e.g., fraud, system failures, process breakdowns).

										Record operational losses and near-misses, categorized by business line and event type, in compliance with Basel II/III standards. Events should map back into the risk register for continuous learning and mitigation.

								Incident Resolution & Corrective Action Workflow (Regulatory Reporting)		Ensures incident resolution tracking, links to regulatory reporting for IRA, CMA, FRC, AML compliance.

						5. Scenario Analysis & Stress Testing		Pre-Built & Customizable Risk Scenarios (Cyberattack, Fraud, System Outage, Third-Party Failure, Regulatory Fines)		Simulates risk scenarios based on historical trends, Monte Carlo risk models, and AI-driven projections.

								Crisis Impact Analysis with IRA / CMA Reporting Alignment		Measures capital adequacy & liquidity impact of operational risk events, ensuring compliance with IRA, CMA & Solvency II stress testing frameworks.

										Allow modeling of extreme but plausible operational risk events for stress testing and capital adequacy assessment. Outcomes should automatically adjust the relevant risks in the risk register.

						6. Key Risk Indicator (KRI) Monitoring		AI-Powered KRI Dashboards with Customizable Metrics		Provides real-time dashboards for tracking risk indicators (e.g., transaction failures, fraud levels, SLA breaches).

								Dynamic Linkage between KRIs & Risk Appetite Statements		Aligns KRIs with risk appetite thresholds, ensuring alerts trigger automatic risk escalation.

										Track operational metrics (e.g., error rates, downtime) with configurable thresholds. Automated alerts should be generated for breaches, and breaches must automatically update the risk register.

						7. Real time Risk Reporting, Dashboards & Ease of Use		Automated ORM Dashboards for Risk Committees (Board Risk, Audit, Compliance, IT, Cybersecurity)		Provides customizable reports for different governance committees, ensuring role-based reporting insights.

								Drill-Down Analytics for Incident, Control, and Loss Data		Enables detailed trend analysis on fraud, IT failures, compliance risks, financial loss impacts.

								AI-Powered Predictive Risk Modeling & Trend Forecasting		Uses predictive analytics to forecast emerging risk events and potential regulatory penalties.

						8. Tutorials & Ease of Use		Built-in User Tutorials & AI-Based Help Assistant		Provides interactive learning modules & AI-guided tutorials for risk managers, control owners, and auditors.

								Mobile-Friendly ORM Access (iOS & Android Support)		Ensures risk teams can access dashboards, report incidents, approve controls via mobile apps.

						9. Integration & Security		Seamless Integration with Core Systems		Ensures real-time ORM data exchange with core systems, ERP, and HR systems.

								Role-Based Access Control (RBAC) & Multi-Factor Authentication (MFA)		Restricts access to ORM modules based on job roles, ensuring secure usage.

								API Integration with Regulatory Feeds & Risk Intelligence Platforms		Automates regulatory updates from IRA, CMA, AML watchlists (FATF, FRC, INTERPOL, SWIFT CSP).

						10. Structure Support		Support multiple entities  & Org Structure 		Support multiple entities (subsidiaries, branches, business lines) under a group framework. Risks must be linked to departments, functions, and reporting structures to allow roll-up and drill-down views.

						11. Action Plan Management		Action Plan Management		Define, assign, and track action plans/remediation measures. Capture deadlines, responsible owners, status updates, and generate automatic reminders/escalations for overdue items.

				Business Continuity Management (BCM)		1. Business Impact Analysis (BIA)		Identification of critical business processes & dependencies		The system should allow users to map out critical business operations and their dependencies (internal & external) to assess the potential risks and impact of disruptions.

								Financial impact analysis of disruptions		Enables automatic financial loss estimation based on downtime, lost transactions, and operational impact. Should provide quantitative data for informed decision-making.

								Recovery Time Objective (RTO) & Recovery Point Objective (RPO) tracking		Ability to define, track, and report RTOs and RPOs for different business units and IT systems to ensure recovery expectations align with business requirements.

								Supply chain & vendor dependency analysis		Identifies and tracks critical vendor dependencies, ensuring resilience by assessing third-party risks, contingency measures, and alternate suppliers.

								Automated workflow for BIA updates		AI-driven or automated reminders for periodic BIA updates to reflect organizational changes, new risks, or regulatory shifts.

								Dynamic risk scoring for BIA elements		Uses risk heat maps, real-time risk assessment, and analytics to prioritize risks and their impact on business operations.

						2. Crisis Management & Response		Incident Command Structure (ICS) with role-based assignments		Provides a structured framework for managing incidents, ensuring defined roles (e.g., Crisis Manager, Communications Lead) with clear responsibilities.

								Real-time crisis communication (SMS, Email, Mobile Push, Social Media, Voice Call)		Multi-channel notification system for rapid crisis alerts, ensuring employees and stakeholders receive timely updates. Should include escalation rules.

								Automated call tree notification system		Supports pre-configured call trees to ensure sequential or simultaneous notifications to key personnel.

								AI-driven crisis forecasting & simulation		Uses AI to predict crisis severity based on historical data and real-time incident analysis, helping organizations prepare for worst-case scenarios.

								Integration with regulatory agencies (OCC, FCA, SEC) for crisis reporting		Automates compliance reporting to regulators, ensuring that all crisis-related actions are documented and communicated per legal requirements.

								Crisis war room & virtual command center		Provides a centralized dashboard for crisis teams to track incidents, assign tasks, monitor real-time response actions, and collaborate remotely.

								Mobile app for crisis management		Enables mobile-based crisis management, allowing users to access response plans, communicate with teams, and receive real-time alerts from anywhere.

						3. Business Continuity Planning (BCP)		Pre-configured BCP templates aligned with ISO 22301, DRII, BCI		Includes industry-standard BCP templates that can be customized for Insurance, Asset Management, IT, and other sectors.

								Automated workflow for BCP review & approvals		Ensures that BCPs undergo scheduled reviews and approvals, reducing risks of outdated plans.

								Mobile accessibility of BCPs		Allows employees to access BCPs on mobile devices (offline & online) for immediate reference during disruptions.

								Employee acknowledgment & training tracking		Tracks employee acknowledgment of BCPs and monitors mandatory crisis training completion rates.

								Scenario-based BCPs (cyberattacks, pandemics, natural disasters)		Supports customizable BCPs for different crisis types, ensuring specific plans for various disruption scenarios.

						4. IT Disaster Recovery (ITDR) Planning		Integration with IT Service Management (ITSM) tools		Tool pulls status, it does not run tests.
Tool connects via APIs to IT tools (ServiceNow, OCI/Azure, backup platforms).
Pulls status fields only (e.g., “last DR test date,” “test result = Passed/Failed,” “% backup success”).

								Automated DR testing & failover workflows		Allows for scheduled DR failover simulations with test results, ensuring IT teams can validate recovery capabilities. Tool tracks test completion & residual risk, IT runs the tests.

								Cloud-based DR solutions & backup automation		Tool just records coverage/risk posture, IT executes via cloud tools.

								Ransomware protection & cyber resilience		Integrates cybersecurity resilience into DR plans, ensuring backup encryption, malware detection, and anti-ransomware protocols. 
Tool reports on risk appetite breaches (e.g., >X backup failures), IT handles ransomware playbooks

								Automated data replication & backup management		Tool stores evidence/assurance.
If APIs aren’t practical, ERM allows IT to upload evidence reports (CSV, PDF, Excel) from their tools.

						5. BCM Testing & Simulation		Scheduled & ad-hoc BCM testing		Supports regular BCM testing through scheduled drills or spontaneous scenario-based tests.

								Full-scale disaster recovery drills (tabletop exercises, penetration tests, live drills)		Allows teams to simulate real-world crisis events, from cyberattacks to physical disasters, for improved preparedness.

								Crisis scenario modeling with AI		Uses machine learning models to simulate realistic crisis impact scenarios, helping organizations optimize their response strategies.

								Automated reports for BCM tests		Generates detailed reports after each test, tracking performance, gaps, and improvement areas.

						6. Regulatory Compliance & Reporting		Compliance with ISO 22301, BCI, DRII, NIST 800-34, Solvency II		Ensures full alignment with global BC & DR compliance standards for audits and certifications.

								Automated regulatory reporting for BCM audits		Prepares audit-ready reports for insurance regulators, eliminating manual data collection.

								BCM maturity assessment & benchmarking		Provides benchmarking tools to compare BCM maturity levels against industry best practices.

						7. Integration & Security		Integration with core systems, ERP & HRMS		Connects BCM & ITDR with SAP, Oracle, and core insurance / asset management systems, ensuring full business integration.
Tools: SAP, Oracle Fusion, Workday, MuleSoft.
Integration: ERP/HRMS risk feeds (e.g., payroll, financial reporting errors) link to ERM operational risk posture.

								Role-based access control (RBAC) & multi-factor authentication (MFA)		Ensures secure access with granular permissions and multi-factor authentication for system users.

								Secure document storage & encryption		Encrypts BC/DR plans using AES-256, ensuring secure cloud and on-premise storage.

				Third Party Risk Management (TPRM)		1. Third-Party Onboarding & Due Diligence		Vendor risk classification		The system should classify vendors based on risk levels (Critical, High, Medium, Low) considering data access, financial exposure, operational dependency, and regulatory obligations. This allows risk-based due diligence rather than a one-size-fits-all approach.

								Automated third-party onboarding workflow		Automates end-to-end vendor onboarding, including risk assessments, legal/contract review, security checks, and executive approvals. Reduces manual processing and ensures compliance before vendors are approved.

								Vendor risk assessment framework		Supports standardized risk assessments based on ISO 31000 (Enterprise Risk), COSO ERM, and NIST. Helps organizations score vendor risks across multiple domains (cyber, financial, compliance, etc.).

								External risk intelligence integration		Connects with Moody’s, Dun & Bradstreet, BitSight, SecurityScorecard, etc. to automatically fetch third-party risk intelligence covering cybersecurity, financial health, and operational resilience.

								Compliance & background checks		Ensures automated vendor background checks against OFAC, FATF, FinCEN, EU Sanctions Lists, and negative news (adverse media screening). Reduces reputational and compliance risk exposure.

								ESG checks		Ensures automated ESG checks against preset ESG criteria and external sources for compliance

						2. Contract & SLA Risk Management		Centralized vendor contract repository		Provides a secure, searchable repository to store all vendor contracts, SLAs, security agreements, and amendments with version control and automated alerts for renewal dates.

								Automated contract review workflow		Uses AI/NLP (Natural Language Processing) to analyze contracts for non-compliance, risky clauses, and missing controls. Ensures quick contract approvals while identifying hidden risks.

								SLA tracking & performance monitoring		Automates real-time SLA compliance tracking by integrating with vendor performance data. Alerts are triggered for missed SLAs, financial penalties, or escalations.

								Vendor exit strategy & contract termination workflow		Includes a predefined offboarding workflow to ensure that vendors are decommissioned securely with risk mitigation (e.g., revoking system access, data deletion, contract closeout, legal compliance).

						3. Cybersecurity & IT Risk Assessments		Vendor security assessment (ISO 27001, NIST, SOC 2)		Ensures third-party security audits align with ISO 27001, NIST 800-53, SOC 2 Type II, PCI-DSS. Automates security questionnaires and evidence collection.

								Third-party vulnerability scanning		Uses BitSight, SecurityScorecard, or in-house vulnerability scanning tools to monitor external attack surfaces for vendor cybersecurity risks.

								Incident response & breach notification		Ensures vendors comply with data breach notification SLAs and integrates with SIEM platforms (Splunk, QRadar, Microsoft Sentinel) for real-time threat alerts.

						4. Financial & Operational Risk Management		Vendor financial health monitoring		Monitors vendor financial stability using data from Dun & Bradstreet, S&P Global, Moody’s, Fitch Ratings to predict potential vendor failures.

								Supply chain risk visibility		AI-driven analysis detects vendor concentration risk, geopolitical threats, dependency risks, and supply chain disruptions (e.g., COVID-19 impact).

								Business continuity & disaster recovery (BC/DR) compliance		Ensures vendors have documented BC/DR plans that comply with ISO 22301 (Business Continuity Management Systems) and are tested regularly.

						5. Regulatory Compliance & ESG Risk Management		Compliance risk tracking		Ensures third-party compliance with GDPR, CCPA, Solvency II, OCC, FFIEC, FCA, SOX, PCI-DSS, HIPAA, tracking non-compliance and corrective actions.

								Environmental, Social, and Governance (ESG) compliance		Tracks vendor adherence to ESG reporting frameworks (SASB, TCFD, GRI, UN Global Compact) to assess sustainability risks.

						6. Continuous Monitoring & Risk Scoring		Automated risk monitoring dashboards		Provides a real-time dashboard for monitoring vendor risk scores across cyber, financial, regulatory, and operational domains.

								AI-driven predictive risk analysis		Uses machine learning models to predict vendor risks before they escalate, based on past performance, industry trends, and historical breaches.

								Periodic vendor reassessment workflow		Automates annual/bi-annual vendor reassessments for high-risk vendors to ensure updated risk evaluations.

						7. Reporting & Audit Readiness		Automated risk & compliance reporting		Generates audit-ready reports for OCC, FCA, FFIEC, SEC, Solvency II, ISO 27001 audits.

								Vendor audit trail & documentation		Maintains a tamper-proof audit log of all vendor interactions, approvals, assessments, and incidents.

						8. Integration & Security		API integrations with GRC, ERP, & Procurement Systems		Connects seamlessly with SAP Ariba, Oracle, Workday, ServiceNow, RSA Archer for end-to-end vendor risk management.

								Role-based access control (RBAC) & MFA		Ensures secure user access with granular permissions and Multi-Factor Authentication (MFA).

								Secure document storage & encryption		Encrypts vendor risk documents using AES-256 for data protection and regulatory compliance.

				Financial Risk Management (FRM)		1. Market Risk		Market Risk Factor Mapping		Ability to define and map exposures to relevant market risk factors (e.g., interest rates, FX rates, commodity prices). Support dynamic updates and basis risk tracking.

								Value at Risk (VaR) Engine		Support various VaR computation methodologies such as Monte Carlo technique to estimate potential losses under market volatility. Should allow firmwide and business unit level aggregation.

								Scenario Analysis & Stress Testing		Ability to simulate adverse market conditions (e.g., interest rate hikes, inflation spikes) and assess impact on portfolios and insurance liabilities.

								Market Trend Monitoring		Integration with external data feeds (e.g., Bloomberg, CBK rates) to monitor trends and trigger alerts for significant market movements.

						2. Credit Risk		Counterparty Exposure Tracking		Real-time tracking of current and potential future exposure to counterparties, including banks, reinsurers, and investment issuers.

								Credit Risk Modeling		Portfolio-based credit risk modeling with support for correlation analysis. Must allow for credit scoring and risk-adjusted pricing.

								Accounts Receivable & Payable Automation		Integration with ERP systems to automate alerts, payment tracking, and aging analysis to reduce default and penalty risks.

								Authorized signatory tracking		Provide functionality to record, track, and audit signatory approvals for financial instructions and transactions.

								Revenue Concentration Analysis		Ability to monitor revenue streams and flag over-reliance on single clients or sectors.

						3. Liquidity Risk		Cash Flow Forecasting & Analysis		Tools to analyze historical and projected cash flows, including insurance claims, premiums, and investment income.

								Liquidity Stress Testing		Ability to simulate liquidity crunch scenarios and assess impact on obligations like claims, salaries, and loan repayments.

								Reserve & Credit Line Management		Support for tracking and managing liquidity buffers, credit facilities, and overdraft limits.

								Asset Liquidity Profiling		Classification of assets by liquidity (e.g., cash, bonds, real estate) to support quick conversion planning.

						4. Financial Risk Identification & Assessment		Aggregation Across Units		The system should  support aggregation of risk data across diverse business units (e.g., asset management desks, insurance portfolios) to enable firmwide risk visibility.

						5. Real-Time Monitoring		Dynamic Dashboards & Alerts		Real-time tracking of KRIs (Key Risk Indicators) across business units with alerts for breaches in investment thresholds, claims ratios and solvency margins.

						6. Data Integration		API Integration with Core Systems		Seamless integration with Britam’s portfolio management systems, Alteryx, policy administration, and ERP platforms. 
 The system should also support data exchange with actuarial and finance tools

						7. User Experience & Accessibility		Role-Based Dashboards		Custom dashboards for risk managers, actuaries, compliance officers, and executives. 
Multilingual support for regional teams (Mozambique specifically).

				IT Risk Management		1. IT Risk Identification & Assessment		IT Risk Register & Categorization		The system should maintain a structured repository of IT risks, including cybersecurity threats, infrastructure vulnerabilities, data protection gaps, and regulatory exposures. Risks must be categorized by business unit, system, and risk type, with support for both inherent and residual risk ratings.

								AI-Based IT Risk Scoring & Analysis		Enable automated scoring of IT risks using predictive analytics and historical incident data. The system should detect emerging threats and provide early warning signals based on patterns in internal logs and external threat intelligence.

								IT Threat Intelligence Integration		Support integration with external cyber threat feeds including IBM X-Force, Palo Alto Cortex, Splunk, Kenya Cyber Watch to enrich risk identification. The system should allow mapping of threat indicators to internal assets and risk categories.

								Risk Control Mapping (ISO, NIST, CIS, SWIFT CSP)		Link identified IT risks to control frameworks such as ISO 27001, NIST, SWIFT CSP, CIS Top 18. The system should support continuous compliance monitoring and highlight control gaps.

						2. IT Compliance & Regulatory Risk Management		Regulatory ICT Risk Management Compliance Tracking		Monitor compliance with ICT-related regulations including IRA/CMA guidelines, data protection laws (DPA, GDPR), and international standards. The system should support multi-jurisdictional compliance tracking.

								IT Compliance Risk Assessments (ISO, PCI-DSS, GDPR, SWIFT CSP)		Conduct periodic assessments of IT processes and controls to identify regulatory gaps. The system should generate risk scores and remediation recommendations.

								Regulatory Reporting & Audit Readiness		Generate standardized reports aligned with regulatory formats to support inspections, internal audits, and board-level reviews. Reports should include compliance status, control effectiveness, and outstanding issues.

						3. IT Asset & Vulnerability Management		Automated IT Asset Discovery & Classification		Maintain a dynamic inventory of IT assets (servers, endpoints, cloud resources), classified by criticality, business function, and ownership. The system should support integration with CMDBs or asset discovery tools, and pull counts, classifications and coverage %

								Continuous Vulnerability Scanning & Patch Management		Pull summary feeds from Tenable / Zap dashboards and monitor vulnerability status across systems and track patch compliance. The system should flag overdue remediation actions, support risk-based prioritization and feed into risk dashboards and auto-update residual risk scores.

								End-of-Life & Legacy System Risk Tracking		Identify and assess risks associated with outdated or unsupported systems. The system should support lifecycle tracking and link legacy risks to business continuity and compliance exposures.

								Secure Document Storage & Encryption		The system should monitor the encryption status of IT-related documents, including business continuity plans, disaster recovery documentation, and cybersecurity policies. It must track the percentage of documents stored in secure environments and flag unauthorized access attempts.
The system should support integration with enterprise encryption tools and platforms, and map encryption status to confidentiality and availability risk categories within the IT risk register.
It should also support audit-ready reporting on encryption coverage and exceptions, and escalate repeated access violations to governance forums.

								Data Leakage Monitoring
		The system should monitor unauthorized data transfers across internal and external channels, track resolution timelines, and measure detection effectiveness.
It must support integration with Data Loss Prevention (DLP) tools and provide visibility into unresolved incidents, recurring leakage patterns, and high-risk data flows.
Alerts and incident summaries should automatically update the IT risk register under regulatory and privacy risk categories.
The system should also support escalation workflows for unresolved or repeated leakage incidents and provide dashboards for governance reporting.

						4. Cybersecurity Threat & Incident Management		Security Incident Response & Playbooks		Enable structured reporting and resolution of cybersecurity incidents. The system should support root cause analysis, corrective action tracking, and linkage to affected assets and controls.

								Security Information & Event Management (SIEM) Integration		Integrate with security monitoring tools to capture and escalate critical alerts. The system should support incident classification, severity scoring, and escalation workflows.

								AI-Powered Cyber Threat Hunting & Anomaly Detection		Support proactive identification of suspicious activity using AI and behavioral analytics. The system should allow mapping of anomalies to risk categories and trigger alerts for investigation.

								Ransomware & Endpoint Protection		Integrate with EDR tools such as CrowdStrike, Microsoft Defender & Bitlocker, to monitor endpoint security posture and ensure preparedness for ransomware scenarios. The system should track protection coverage, incident response metrics, and recovery readiness.

						5. Access Control & Identity Management		Privileged Access Management (PAM) Controls		Integrate with PAM tools to track and manage privileged access across critical systems. The system should support periodic access reviews, exception handling, and linkage to access-related risks.

								Role-Based Access Control (RBAC) & Multi-Factor Authentication (MFA) Enforcement		Integrate with tools including  SSO, Duo Security, Microsoft Azure AD to monitor RBAC & MFA implementation across business systems. The system should flag non-compliance, track adoption metrics, and support escalation of critical gaps.

								User Behavior Analytics (UBA) & Anomaly Detection		Detect and respond to anomalous user activity that may indicate insider threats, abnormal login patterns & credential misuse. The system should support integration with UBA tools and map alerts to access risk categories.

						6. Third-Party IT Risk Management		Third-Party Cyber Risk Assessment (ISO 27001, ISO 22301)		Evaluate third-party IT service providers against cybersecurity and business continuity standards including (ISO 27001, ISO 22301, SOC 2, regulatory guidelines). The system should maintain a vendor risk register, support periodic reassessments, and escalate high-risk or non-compliant vendors.

								Third-Party Penetration Testing & Risk Monitoring		Monitor vendor testing activities and escalate unresolved vulnerabilities. The system should support evidence collection and link findings to vendor risk profiles.

								Data Sharing & API Security Governance		Monitor the security posture of APIs and data-sharing mechanisms across internal and third-party systems. Track implementation of key controls (e.g., OAuth 2.0, OpenID, JWT) and assess risks related to data-in-transit and external integrations. Link systemic API risks and recurring incidents to the IT risk register and support escalation to governance forums.

						7. Business Continuity & Disaster Recovery for IT Risks		IT Disaster Recovery Plan (ITDR) Compliance (ISO 22301)		Track IT disaster recovery risks and compliance with ISO 22301 and local regulatory guidelines. Monitor DR test outcomes, RTO/RPO metrics, and backup health. Link systemic gaps and recurring issues to the IT risk register and escalate unresolved risks to governance forums.

								Automated Cyberattack Simulation & DR Drills		Integrate with tools to monitor the execution and outcomes of cyberattack simulations, penetration tests, and disaster recovery drills. Support scenario-based testing to validate recovery capabilities and resilience posture. The system should record test results, identify gaps, and link findings to IT risk registers.

								Cloud & On-Premise Backup & Recovery Monitoring		Oversee the status of cloud and on-premise backups, tracking backup health and restoration readiness. Escalate recurring failures or resilience gaps to governance forums and link backup posture to business continuity risk registers.

						8. Security Awareness & Training		AI-Powered Phishing Simulation & Employee Cyber Training		Track employee participation and performance in cybersecurity awareness programs. The system should monitor simulation results, identify repeat offenders, and support targeted training interventions.

								Regulatory Compliance Awareness Training (ISO 27001, GDPR, IRA / CMA)		Ensure completion of mandatory IT-related training (e.g., ISO 27001, GDPR, data protection). The system should track completion rates, issue reminders, and escalate non-compliance.

						9. Reporting & Security Governance		Executive Risk Dashboards & Cyber Threat Reports		Provide real-time visibility into IT risk posture, incident trends, and compliance status. Dashboards should be configurable by role and support drill-down analytics.

								Audit Logs & Forensic Investigation Support		Maintain secure, immutable logs to support investigations and regulatory reviews. The system should support evidence tracking and link forensic data to incident records.

						10. Data Governance & Privacy Risk		Oversight of data classification, protection, and retention policies.		Monitor implementation of data governance policies including classification, retention, and protection. The system should support linkage to privacy regulations and escalate breaches.

								Regulatory alignment		Ensure compliance with data protection laws (e.g., GDPR, ISO 27701, Kenya DPA). The system should track obligations, monitor control effectiveness, and support audit readiness.

						11. Cloud Governance & SaaS Risk		Risk oversight for cloud adoption (OCI, Azure) and SaaS platforms.		Monitor cloud adoption and configuration risks. The system should track compliance with internal cloud governance policies and escalate unresolved issues.

								SaaS Risk Monitoring		Assess and manage risks associated with third-party SaaS platforms. The system should support vendor assessments, usage tracking, and integration risk mapping.

						12. IT Change  Risk Governance		Change Risk Oversight		Track risks associated with major IT changes (e.g., ERP upgrades, infrastructure migrations). The system should support change impact analysis and linkage to operational risk registers.

						13. Project Risk Governance		Oversight of major IT changes and projects (e.g., ERP upgrades, Planned maintenance).		Monitor delivery risks, budget overruns, and security gaps in IT projects. The system should support project risk scoring and escalation workflows.

						14. Emerging Technology & AI Risk		Innovation Risk Oversight		Identify and assess risks related to adoption of AI, IoT, and other emerging technologies. The system should support risk classification and governance reporting.

								Ethical AI Governance		Support governance frameworks for responsible AI use. The system should track compliance with ethical standards and escalate risks related to bias, misuse, or regulatory exposure.

						15. Regulatory & Legal Compliance (IT & Cyber)		Regulatory Breach Monitoring		Track and escalate non-compliance with ICT regulations and cybersecurity laws. The system should support breach classification, remediation tracking, and governance reporting.

								Corrective Action Management		Link regulatory breaches to structured remediation workflows. The system should support deadline tracking, ownership assignment, and escalation of overdue actions.
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Audit Requirements

				Thematic area		Category		Criteria & Expanded Description of Functionality

				User Management & Security		User & Access Management		Allow creation of users and enforce password policy. 

								Ability for users to sign in using their work email address and system password.

								Ability to accomodate two-factor authentication when signing in.

								Ability to enforce single sign-on (based on network/domain access credentials)

								Allowing for user creation, roles and permissions assignment, and access control to ensure data security and compliance. 

								Ability to create users and user profiles based on departmental roles and structure of the audit process. 

								Restricts access to sensitive information based on user roles and permissions. 

								Ability to generate user access reports by parameters, ie. username, date created, status, role, last login etc

								Ability of the user to view a dashbaord with the items assiged to them e.g Audit projects, Audit actions 

						Security Groups		Ability to create and assign security groups. At project and global levels. E.g;

								- Project Access Groups.

								- Project IC Group.

								Ability to assign team members / champions administrator level access on the system.

								Ability to assign team members to one or more security groups.

						Team roles		Ability to create and assign teams, team roles and manage the statuses (active, inactive, assigned)

								Ability to define the authorisation levels of users by their roles in the audit / advisory assignments:

								- Creator / preparer.

								- Reviewer.

								- Approver.

								- Read only.

								- Preparer Reviewer.

								- Project Owner.

						Data Security and Privacy		Ability to enforce robust security measures to protect employee data.

								Ability to implement encryption for sensitive audit information.

								Encryption of data both in transit and at rest. 

								Ability to maintain an audit trail for changes to audit records.

						Permissions (audit files / projects)		Ability to create, assign, review and revoke permissions:

								- Restrict Access to Project (cancel user)

								- Restrict Export of Project Information

								- Allow cross-referencing mode between projects, audits, BUs, etc.  

						Vulnerability Management		Capabilities to troubleshoot, processes for identifying, assessing, and patching security vulnerabilities. 

								Adequate support on operational, security and vulnerability management.

								Mechanisms for detecting and responding to security incidents.

				Audit setup		Audit Project configuration		Ability to setup IA projects based on user profiles and roles. The project profile to include components. i.e. the project’s team, scope, summary, schedule etc…

								Enable the scheduling of audits, defining audit background, objectives, scope, and criteria, and assigning audit teams. 

								Ability to document audit summary, status and set project milestones. 

								Ability to link project to user / team profiles (ownership) and their respective contacts for this audit on the client side as well as those responsible for the follow-up.

								Ability to assign hierarchical ownership of projects:

								- Project manager / lead.

								- Project team member(s).

								- Other project resources.

								Ability to allocate and de-allocate membership, roles and responsibilities at project planning.

						Audit Project Setup Features		Ability to setup audit projects while capturing details of:

								- Project Code(Automatic).

								- Project Name.

								- Select Audit Plan reference (From the Annual audit plan).

								- Select Entities & Units: Based on Britam structure of Business Units & Countries).

								- Link audit project setup to BU, regional offices or to Holdings.

								- Clustering - Ability to link related audits and advisory projects by BU, Themes, Periods, Team Members, etc.

								- Audit project scope.

								- Agreed upon procedures (limited scope audits).

								- Origin: - Linking the audit to the source of engagement - AUPs, Annual Risk Assessment, etc. 

						Project Setup		Ability to import project files. From third party application or MS office files (e.g. spreadsheets).

						Annual Audit Plan		Ability to record and maintain the Audit Universe.

								Ability to link the Annual audit plan to audit universe and risk assessments. 

								The AMS should allow CAE / Internal Auditor to initiate the audit planning process.

								The AMS should allow updating required information (audit parties, available party days and audit units with pending years) are up to date in the AMS.

						Prepare new audit plan		Ability to create new audit parties in the system by selecting available auditors from available list.

								Ability to create duty calendar of each auditor considering available holidays in government calendar in the respective countries.

								Ability to allow populating list of available audit units and entering audit unit wise pending audit years.

								Ability to allow creation of new audit plan by CAE / Internal Auditor.

								Ability to allow the selection of audit unit from available list by filtering them with risk profile, unit type and country- wise.

								Ability of the system to allow mapping of auditors to audit units / countries. The system will assist the user by suggesting tentative audit calendar (audit unit, audit party, audit schedule) on the basis of audit unit type wise no. of days required, available working days and available auditors. Holdings auditors to be mapped to holdings as a unit and ability to map auditor to more than one BU / country. 

								CAE / Internal Auditor can define/ modify audit unit type wise time required for internal audit and other audits.

								The AMS should allow updating/ deleting existing audit plans by CAE / Internal Auditor.

								The AMS will restrict deleting of existing audit plan if it is already approved. However, users can modify the audit plan according to available man days and add additional units for audit. CAE can push forward or carry forward audits in previous audit periods. 

								The AMS should allow modification in audit party composition as and when required with specific reason like leave/ absence.

						Approval of audit plan		The system will allow Chief Internal Auditor / Internal Auditor at BU level to submit the final audit plan for approval by the relevant internal / external parties (including regulator).

								The system will allow update of the plan with revisions from the relevant internal / external parties (including regulator).

						Modify audit plan		The system will allow Internal Auditor to make required changes in the existing audit plan (only addition of additional audit units) as per the feedback of secretary/ head of respective the relevant internal / external parties (including regulator). re-submit for approval.

						Intimation of final audit plan to Ros		On approval of final audit plan the same will be intimated to audit unit offices.

						Audit Scheduling		Ability to define and lock audit plan with dates. 

								Ability to configure and lock project dates. Include details such as:

								- Estimated (planned / budgeted) dates / time

								- Scheduled dates / time.

								- Actual dates / time.

						Status and Milestones		Ability to configure and record audit project milestones and deliverables. 

								Ability to link project workflow and determine the accessibility and rules within the project. This is restricted to Project Ownership (Owner, Manager, and Lead). Through locking and closure of project milestones. 

								Ability to assign timelines to the above workflow project milestones:

								- Planning (Created) - Actual.

								- Field Work (Initialized) - Actual.

								- Draft Report (Post Field Work) - Estimated & Actual.

								- Review -vs. Actual

								- Responses Accepted - Estimated & Actual.

								- Issued (Final Report) - Estimated & Actual.

						Project costs		Ability to configure and record project costing by:

								- Effort (Hours);

								- Resource (employee or outsourced).

								- Expenses.

								Ability to link to Budgeting module on ERP for cost allocation and billing (for regional entities that use group resources). 

				Audit Management		Audit Project Setup		Audit setup with the features:

								- Team / resources.

								- Schedules.

								- Objectives.

								- Background.

								- Scope and Methodology.

								- Audit steps ie, Planning, Fieldwork and Reporting

								- Auditee contact persons (linked to exchange - by user ID / email).

								- Status and Milestones.

								- Summary – To be considered in a form that it will become the executive from the Final Report.

								Ability to import the audit setup details from third party applications and MS excel using templates. 

						Audit Process Management		Ability to setup audit projects into:

								(a) Risk Assessment;

								(b) Planning;

								(c) Field work;

								(d) Reporting;

								(e) Follow-ups.

						Audit Process Documentation

						Audit Planning		Ability to create, record and archive audit process documentations. Incuding:

								- Audit Plans.

								- Audit Programs.

								- Risk Assessment / schedules documents.

								- Audit Notifications (emails / letters).

								- Set meeting schedules and provide features user can capture related minutes.

								- Memos and correspondence.

						Field Work		Ability to create, update and link audit procedures to risks, controls and outcomes. 

								Ability to document and archive the field work documentation. Including:

								- Audit Work papers.

								- Audit evidence sheets.

								- Data analytics schedules and results. 

								Ability to link the above to audit procedures and outcomes. 

								Ability to track and record the status (of execution / completion) of audit procedures. 

								Ability to add, amend, replace and delete work papers. (during preparation).

								Ability to maintain a record of work done.

								Ability to maintain a record of issues.

								Ability to capture, edit and delete audit findings/ observations details ie title, background, detailed findings/observations, root cause, risk/implication, risk rating and recommendations.

								Ability to record and maintain recommendations.

								Abiilty to log and link issues, recommendations to management actions. 

								Ability to assign and record issue resolution and recommendation implementation timelines.

								Ability to upload spreadsheets and jpg, images, pdf's etc as audit evidence

						Reporting		Ability to document, generate and archive the reporting documentation. Including:

								- Updated / Residual risk registers.

								- Draft reports.

								- Schedules and of exit meetings and capture minutes

								- Memos and correspondence.

								- Final Report.

								- Summary of findings and recommendations.

								Ability to classify issues, risks and observations.

								Ability to develop and manage a report risk rating criteria. Ie satisfactory, unsatisfactory, and needs improvement.

								Ability to export audit report to MS word, powerpoint, and PDF based on a pre-designed template.

						Audit Evaluation & Monitoring		Ability to link to the reporting phase for audit evaluation and closure. Utilise the post audit project survey.

								Ability to document evaluation procedures on audit completed audit projects. To include evaluation of and against (but not limited to):

								- Project planning and administration (scheduling).

								- Evaluation of outcomes vs. audit project's "Terms of Reference".

								- Inception Report.

								- Kick off mecting.

								- Documentation of Memos and Correspondences.

								Ability to evaluate the fieldwork performed. To include evaluation of and against (but not limited to):

								- Project design framework.

								- Project management capabilities.

								- Measuring (milestones) and reporting.

								- Quality and timeliness of draft and final reports.

								- Timelines and documentation of memos and correspondences.

								- Ability to capture audit finding and record report / individual finding review notes

						Tracking audit Process		Ability to record, consolidate and report progress on the procedures, notes, issues, procdures, work papers, audit programs, as assigned to each individual team members. Based on at a minimum;

								- Not Started.

								- In Progress.

								- Prepared.

								- Reviewed.

								- Edited since Review.

						Electronic Work Paper Management		Ability to create, record, update, retain and archive electronic audit work papers in the form of:

								- Audit procedures.

								- Controls.

								- Risks.

								- Records of work done.

								- Evidences and outcomes. 

								Ability to create and maintain a linkage between Risks, Controls, Audit procedures, Audit Outcomes and report refences. 

								Ability to duplicate procedures, documents, folders, etc. 

								Ability to lock users from deletion of procedures, documents, folders after review / approval. Can delete at preparation stage only. 

								Ability to track audit issues. 

						Collaboration		An application that will enable collaboration among audit team members and with other departments. 

						Risk and impact rating		Ability to document multiple recommendations for the same issue and assign spepcific responsibilities. 

								Ability to design and execute a RASCI matrix for issue and recommendation onwership.

								Ability to share individual audit issues to specific auditees by issue or scope.

								Ability to assign risk probabilty and likelihood (with a scoring criteria).

						Document Management		Providing a central repository for all audit-related documents, with version control and access control. 

								Ability to create and make use of templates to load data, audit plans, RCM, work programs. 

								Ability to create, manage and archive audit and reporting templates. 

								Ability to name and organise documents, procdures and outcomes in an organised taxonomy and nomencleature. 

								Ability to handle (import, export and upload) various document formats. Eg. Images, Microsoft formats, pdf, scipts, etc. 

								Ability to share documents, procedures, risks, controls, components and outcomes via hyperlink.

								Ability to create data requests and audit evidence through the AMS.

								Ability to create and maintain and audit evidence and document repository. 

						Evidence Collection		Providing mechanisms for auditors to collect and manage evidence, including document uploads, screenshots, and other relevant information. 

						Messaging & Notifications		Ability to record feedback messages and initiate feedback on email between project team members. 

								Ability to record feedback messages and initiate feedback on email between project team members and auditees. 

								Ability to schedule audit response requests. 

								Ability to send reminder on audit response requests to auditees.

								Ability to log and initiate escalations for pending audit actions and response requests. 

						Audit sign-offs		Ability to record and track the status of audit sign-offs. 

								Ability to perform individual and bulk sign-offs. 

								Ability to sign off individual work papers and exceptions, and entire work programs.

								Ability to sign off individual procedures

						Implementation of Audit issues		Ability to assign audit actions & recommendations to auditee (based on a pre-defined RACI matrix). Consider the options / nomencleature based on system e.g. owner, contributor, observer, approver and final approvers of the recommendation.

								For considerations:

								- Owner: this is the person assigned to the recommendation (Lead), in charge of implementing and providing updates on the recommendation.

								- Contributor: This person assists the ‘owner’ in implementing the recommendation and in providing updates on the recommendation.

								- Approver: this person approves the update provided by the owner if and when required. Could be active or passive.

								- Observer: Passive role usually allocated to the program manager who is not the approver.

								- Final Approver: Usually assigned to the Program Manager for final approver.

								Ability to capture and input estimated date of implementation and progress stage, as well as coordinator (RASCI).

								Ability to define implementation coordinator as a person or group of persons assigned to follow-up on the recommendation.

								Ability to track implementation of audit recommendations and actions by:

								- Estimated / agreed dates.

								- Actual dates.

								- Progress.

								- Implementation cordinator. 

								Ability to update issues, recommendations and actions (subject to changes in implementation status).

								Ability to track progress with inclusion of progress notes and evidences. 

						Audit Closure 		Ability to design and execute audit closure procedures. Including client acceptance of audit recommendations. 

								Ability by the audit client to document:

								- Proposed / agreed actions.

								- Implementation timelines.

								- Onwership.

								Abiility to log and documente comments from the audit client without changing the content of findings and recommendations

								Ability to setup and enforce response time from the audit clients. E.g. setup to give 10 working days to provide comments, action plans, assign owners and contributors, provide timelines for each recommendation implementation.

						Compliance		Ensuring that the system adheres to relevant regulatory requirements and industry standards. 

						Audit Trail		Maintaining a detailed audit trail of all user activities within the system for accountability and security. 

						Follow-ups		Web-based recommendations tracking database that accumulates project information and findings from all of your individual oversight reports.

								The system should have the capabilities to provide the following on follow up of open audit issues & recommendations. 

								- Status Update – used by the client contacts (owner, contributor, approver) to provide updates on the implementation of the recommendations, including revised implementation dates and provide attachments of supporting documents.

								- Ability to create and manage 360 degree feedback between auditor, auditee & management. At process and audit issue level. 

								- Comment – Used by both the client and IA to exchange information and request additional information.

								- Implemented – To be used by IA implementation coordinator to propose after review, the implementation of a recommendation.

								- Closed – To be used by the IA head(s) to confirm / validate recommendation is implemented, functioning and can be considered as closed.

								- Open – To be use by IA to reopen an implemented recommendation if its determined that there are insufficient proof that the recommendation has been implemented or is functioning effectively.

								Ability to make changes of ownership for audit issues / recommendations. 

								Ability to track requests for extension of resolution timelines. Retain and report original due dates.

				Workflow & Automation		Workflow Automation		Automating audit processes, such as sending notifications, routing tasks, and managing approvals. 

								Ability to design and implement an approval workflow for audit projects, engagements and reports. 

								Ability to streamline the audit process with automated task assignments, notifications, and escalations. 

								Automated Data Analysis: Tools / components that can be used to analyze large datasets to identify trends and anomalies. 

						Search and Filtering		Enabling users to easily search and filter audit data based on various criteria. 

								Ability to search users, profiles, emails, entities, audit projects, action plans by basic and advanced search criteria. 

						Notifications and Alerts		Providing timely notifications and alerts to users regarding audit activities, deadlines, and changes. 

								Ability to autocreate notifications based on due dates, send to the audit issues owners & supervisors. 

						Integration		Allow integration with document (audit evidence) management systems. 

								Integration between the AMS and LOB systems, ERP and Email Management system (exchange)

								Integration with the HRMS to manage audit scheduled vs. leave management. 

						Multi-user capabilities		Ability to support multi-user and concurrency access and usage at application, project and workfile levels.  

						Audit follow ups		Tracking the implementation of audit actions.

						Host Environment(s)		Abiltity to execute documentation on both:

								- Online;

								- Offline modes. 

								Cloud first: - Ability to setup application on Cloud. 

								Ability to user a web based interface. 

						Audit sign-off workflow		Ability to enforce controls that ensure audit completion and integrity of audit files / documentation:

								For instance, before signing off work in a Master file, it must first be “initialized”. Initialization should take place after:

								• The Admin selections of Team Members,

								• The Audit Profile has been defined,

								• Background documents have been included

								• Risk assessment performed included in the appropriate folder

								• Audit plan prepared and included in a the appropriate folder

								• Audit programs developed and included in the appropriate folder

								• Correspondences and meeting notes prepared and included in the appropriate folder

						Audit work paper integrity		Ability to freeze work papers and documentation: - Any reviewer, preparer/reviewer, or administrator may freeze work programs, exceptions, or work papers, thus preventing further edits.

				Reporting		Audit Reporting		Ability to generate various audit reports, including summary reports, findings reports, and trend analysis reports. 

								Ability to create reporting templates.

								Ability to import pre-designed reporting templates. 

								Abiity to extract and execute exception reporting.

						Audit Scheduling		Ability to analyse and report on audit project timelines. E.g.

								- Estimated / planned.

								- Actual vs. planned. 

								Ability to report on team member / resource utilisation.

								Ability to schedule audit response requests. 

								Ability to send reminder on audit response requests to auditees.

								Ability to log and initiate escalations for pending audit actions and response requests. Escalations to include owner, line manager / supervisor, business leader (exco level).

						Audit Project Surveys		Ability to create and disseminate post audit surveys.

								Ability to track audit surveys. 

								Ability to create notifications on system and email to survey owners and respondents. 

						Board Reporting		Ability to create, update and archive Board packs and reports (include quarter summaries by BU).

								Integration with BoardVantage for submission of pack and board summaries (to directors). 

						Risk Rating of issues		Ability to create, manage and apply risk rating criteria for audit issues, outcomes and reports. 

								Report issues / observations by risk rating (criteria)

						Project Dashboards		Ability to create and present a global view (based on level of users) of:

								- Audit plan and progress of execution.

								- Audit projects based on status, progress, milestones, timelines, budget utilisation and priority.

								- Team resource utilistions.

								- Procedures, work papers and audit programs. 

						Follow up on audit issues  / Recommendations. 		Ability to track audit issues and recommendations.

								Ability to consolidated audit issues in realtime. 

								Ability to generate and export audit actions status report in MS Excel, CSV 

				Risk Management		Risk Management		The AMS must have an integrating risk assessment and management features, such as identifying and assessing risks, developing mitigation plans, and tracking risk status. 

								Ability to create, record, update and maintain and IA risk assessment and risk register. 

								Ability to link the Audit risks to Britam's Risk repositories and registers. 

								Ability to maintain risk registers, and update residual risks. 

						Risk Assessment		Must have the capabilities and tools for identifying, assessing, and prioritizing risks within the audit scope. 

						Risk and Control Matrices		Ability to design and maintain Risk and control matrices. 

						Pre-risk assessment configurations		The AMS will allow CAE / Internal Auditor to finalize the list of audit units before initiating the audit plan of a particular year.

								The AMS will allow Internal Auditor to assign the risk assessment parameters and send them for approval to CAE.

								The AMS will allow Internal Auditor to assign weightage and send them for approval to CAE (If there is no CAE IA will self-approve)

								CAE / Internal Auditor can define and approve evaluation criteria before initiating the audit plan of a particular year.

						Risk Profiling of Audit Units		The system will provide facility to automatically retrieve audit unit wise risk assessment parameters from integrated external system and internal AMS database.

								The system will allow defining new risk assessment parameters in the system and configure the data retrieval policy (web service/ internal database).

								The system will also provide facility to record audit unit wise value of risk assessment parameters at different level (IAU/ Audit Unit) manually (In case data is not retrievable from external system).

								The system will allow the Chief Internal Auditor / Internal Auditor at IA of to perform risk profiling of audit units on the basis of defined risk assessment parameters.

				Usability		Customization		Ability to allow customization of workflows, reports, and other aspects of the system to meet specific organizational needs.

						Scalability		The system must be able to handle increasing volumes of data and users as the organization grows. 

						Usability		The system should be user-friendly and easy to navigate for all users, including auditors, managers, and other stakeholders.

						Ease of use 		A user-friendly tool will support user / auditee buy-in. 

						Integration & Automation		This is the simplest way to pool data across business units & country (geography). These should be configurable.

								Ability to integrate with data analytic tools and AI capabilities. 

								Ability to handle automation of audit procedures. 

								Ability to run reports, documetation of exceptions and reports from scheduled, server-based continuous audit procedures. 

								Automated Data Analysis: Must have capabilities and tools for analyzing large datasets to identify trends and anomalies. 

								Real-Time Data and Analytics: Provides dashboards and reports for quick insights into audit progress and findings. 

						Licensing regime		Flexible and economic user licensing. Preferred pooling of licensing and allocation at the point of usage. 

						Cost and Affordability		Consider the total cost of ownership, including licensing fees, implementation costs, and ongoing maintenance. 

						Implementation Support		Capabilities for the vendor's support for implementation, training, and ongoing support.

				Off-line Usability		Off network usage		Ability to be used without connecting to the office network and intergrate when network is resumed
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